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COUrier?ﬁS ﬁ’%ﬁﬁﬁﬁg o ;ﬂﬁ cd /d C:/WindOW ﬁi% ’ EA

WindowsR&HXHRK -
bae log list --instanceid
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Instance_ID
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{} &%& {alb}

RTDR » EZREFE— -

switch {active|stand}
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ERNEEFSNRAEE - BSMERRR - ERNBIENTE - THEHTSQLiteBIBNEEA R ~ RNBURMIMRERIREMREZSE (FIa0m4
EORNE  KEEEF)
RREBRF
o B
PATATANE S REMFE Bmidway °

cd /home/admin/midway/bin
./start.sh start

o &M
HATUTENES > IERPERBOBEE > NETRES -

curl http://localhost:80/healthcheck.html

Midway is Running!

o BIk
PATITRIE S SRS iR Bmidway -

cd /home/admin/midway/bin

./stop.sh stop

B A

BE& REA g
midway.log ZHFWEAE /home/admin/midway/log
gc.log JVMEBINBF /home/admin/midway/log

ENNHE
. AE

jmap -heap pid
BiRJavalfi#fER

jmap -histo:live pid

EREFRRNRITHES

jmap -dump:format=b, file=heapdump.phrof pid

A PRI IR R dump XX 14
o 42
jstack -1 pid
ERLERN
HiECcrummIaa
top -H —p 17850 ##HFload T tEABIPid
printf "%x\n" pid #HNiE R R

jstack pid|grep 45d8 -A 30 #EMIEIRIER

HIREE
g 5 R SNEBUEERASQLIte » LinuxRATIRMERZEINET » UTREMNBUBEESE -
o FTFFEUREE
BRI TR SEIBEXM (/home/admin/midway/data/midway.db) » #ASQLite@ S 1THE -
cd /home/admin/midway/data
sqlite3 midway.db

SQLite version 3.24.0 2018-06-04 19:24:41

Enter ".help" for usage hints.

sqlite>
o BiEER
sglite> .tables
blochain blockchain node block_info healthcheck info operate plan system config block_task_trace
history_info operate_step transaction_info authority info role authority role info user_info user role
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blockchain
blockchain_node
block_info
transaction_info
history_info
block_task_trace
healthcheck_info
operate_plan
operate_step
system_config
authority_info
role_authority
role_info
user_info

user_role

* HATSQL

EA

RRBEAESER > BSHEXTHRIE

KRBT RESR » ST SEXNTE

RMEER > IFNRRINEE - ERNHIREA » RERH—EHEMICE -
RBEBR » IFRLBINEE - ENFIREA > RERH—EHREMITE -
BERBHITER > IIFHNRIFINEE - ERAREA » REZH—EHREAIDE -
RIAESR - TRERESRIAR

DHARSERR » REMTAIAMEENRSESR -

BIEHR - BatbiRMFCRR (B8 TR EERE)

BRESRE > BalbRESR > SBRIFHTWR1INS @ 1 plan —> N step
AARER » REZRIERIE

APRRERE » iDRSRINRAITERE

KFEER  DRABSIRNXA

BBERER  LRABER

KPERER » iDRKF S - BBHEER

AFPABERR  LRKFSABNXA

sglite> select * from system config;
block_height |230684 | R | 2020022813590020200228135900
trans_count |191 | HRBEE|20200229005929]20200229005929
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2.BRIRERES

BREREENEEMEBaaSTARLINER » ZRENFAREREHNTFEN -
BERNE
ERALSATHLELNE  BFEFFNGE - TNETRERTEFNEETENMEMET RHTRIZENUSEHRIMSIRS - S557ER (B
BHRER - REREN  TRHESH) SRELEESTHINTRETRSHAREN » RGBT - {714 - RESAARHNEE > HHR
REZHEFHITEIBHFEMRR
BT baitiafn= BN AEHNESRERMTRARBSTNETIREEEN - EREBEEIERIERIERITNER 3 E LA ELE
LBBRMTTHRMIBERIAD « BIEIOHT « WIERE—RTIAIKIRE - MTIRSHIENRARE > FEEHEMRE -
e
BIAMERT - BERIREINERER - IRTEAR » RBITAFREXHFTIFFX (enableixBEitrue) BIF -

# brainBHEIZHIRBRIRE

brain:

enable: false

chain_black list:

treatment black list:
event_check period: 60

event check count: 3
event_check _count_expire: 7200
event_namespace: midway_brain_
event_suffix: _event

event_count_suffix: _eventCount

M ESRETS XU TRFR ©

BRER L]
EEFEERREINEE :
enable  false : BIME - BRIREINEERTTE

o true : BRRENEEEFFS

chain_black_list EEMLERFRETRICSAETIREEN WREESR > DERESHR)
treatment_black_list IEEEMEMLEETAR (MREFESZE > FEBESHR)

event_check_period BEESHUSER (—MREABHAES HIMNE—HEZ AL E)
event_check_count E—#FES AR LR (BB ZRBWE LR ERHMETIRE » BALINA)
event_check_count_expire HIBE ISR BN R T2 HA R 8]

event_namespace FAFIRRMESEHEFkeyR—RIS

event_suffix AT tRRRESEHEFkeyR— %

event_count_suffix AT RREEE LIRS EF ey fi—ER
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3.8BF P& REN
3.1. #EiR

USER

BRIKREERAREZBARAMER L NAME - ABiFSAERZEEC » MRERREMANEELSERE 7THER > £R2MY « REMEM
AMESIHETBRE T ESRAINER - BAERNIBTART - 2HMEIFENER » —ENAHREIRSTEARIRITHEIE - 195X 5E
FRESRIZIT TEISEM (Subnet) IfEE » TIFHBENSSHREFAHRETFN > NE—S5AMS > IARNSS5RENLS ; SSHSERT
[F—EHELE » FRARBHN TSRS > SSMKALKIE « HRRESRES -

?’:F_IJ:IZEEI‘HJ:>§§3‘Zﬁﬂ§¥lﬂ§ﬂ%ﬁiﬂ*ﬂ%?’\]i§}%f’ﬁ>&ﬂ QueryBlock  QueryBlockHeader * QueryTransactionflLocalCall °

BrM{ERXERE
BYRERREEE : TR S) ENERERSTIHRRE > AR ARMIEHTMS,H - FRSAMMEERESR » #ERETRBELN
EER -

EMREE:
@ zruxess
© = @ © swe © 7R, pEAY Cal A
Q- oo .,mﬂ .,,,,,,o : @ -m € 7R 5. 3B Mainnet [ EBRHS
= e O FRs. Bt Mainnet BIFERHE
& Sreohataad M=l ; © 77 s, wEnmEe
o e © 77 s. Wit Mainnet EEREHR

= 510 © 77 5. 832 Mainnet REWEHE

© 7R s, RRIREN, RTAL Callback 238

o BFMBERIMY: RitEFRAERMN > REWST2IENEFRETE - REREZIRN—RE « REEURFREEEEENHE -
. gzilﬂﬂ‘]fﬁﬁﬁ&ﬁﬁ: MainnetDBEMZHFHIIFM - ARFRERNEE ; FHEBERTEFTAER > TNARKIIRZEFNIE
o BURSHE: Callfl WENELHE  RUWSEFMERN—HMETBNSARES EC allback 374 -

WRERER

o FREMNEE
FWIBINEE » AIEHIEER - SYiENEHRE ( AddAcQuery/ ) ~&Eif ( FindAcQuery/ )~ HER ( DeleteAcQuery/ ) ~FUR

(ListSubnetAccessControl) ZH21E » BT IAAFM LEPEM subnetAccessControl.sol BDLISEI o
® #E FARARSHEMMSubnetRAASLHAAAX— » FEFEAAdmiInistratorflikF 1R

s FRENFHS
FRERRES FMEZ LRRE » 3T FMERR > EXSRHF M IR > B FRIRRFa<RES T FR LRENRIE > RN
MREE AVFRFM 1d F753E -

o BFMmERS
BT RBIEIERS > IS FRMAETFMB ERHITHIREN - SYIRIRE - —HTEREFNBAFFMAKRIMNR - 5—HH > BRWSEHIRR
ESRSLIMAS R AYIEFATHAE ©

3.2. {ERRA

BRIERE

BFMERRNRIZEE

. FREIE

. FRIERER

BFREYHE

. WEEARE

. WEEAEE

. WEELEA

P;éﬂé*lﬂuggtﬂj]Ifiﬁ?iEi)‘(TEﬁi!ﬁ!‘S(ﬁE?ﬁ*ﬁ BIiE2F/M > mychain_tool TR FWERIXTEFM SIS » 1BiEESDKIISELH

o U A WN P
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o WMIWEEEISTE QIR TWINRERIS N (183 EBaaSIAEHIRERAPIER)) FRIRRRE > Q@ FHET -
e mychain_toolfJ{fEFH1EZ I mychain_toolE¥i »
o WMINEESDKANEMIES N (1831 $EBaaSh IR ERTFRIEE) -

BFMiEfiREE
MFRSIEWFMS2EENG - EFMEBRRZEDT -

1B FRS1EBFRS28IE

B

-

o " —
)

\ J \ _/

BRE @A

1. FRS2EFRS1RIN (KIREW., XKRLEH, R5EH. & 4. BEPIREZEZEER, ARFRSIHWLSEYN

£38A) 5. WHELBETIEFMELREEREFMS2

2. FRS18Z B FMEY 6. FRIS21E IR H S

3. FHS1EBWSEL, WSEHRFEEFHMELH 7. EPIRWEIE RS

3.3. BFMRERE
3.3.1. FROE

FRBIERTEE mychain_tool IS EEFEAmF A N #TEIE -

AR BNERRSERS (#F)
BFRESBEST (BREBaaSLAKREIRAF EM) FURKRE > JRFRET -
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£3Y5E TR LIRS = EZ
A ERWWE FHA W nl £ adminfiil Lot et
B #fEiTR I
TS (1) 1w Pt LIt
of WEMEERES 25 .
o g
m— 3 163881 32 L
o —
= ERAE 06-29 07-04
[ i m RFHTE .
FHB HEIER o adminfiik BhEna
TEs (7)) W It dEam
20 P
3 163894 52 1
.3 l',’ e
o
06-29 07-04
@ EEinEs & EEEPEn RTBTE- W &t

X Z: mychain_tool
BT TH< o RILIEFWA ~ FRB :

./mychain_tool subnet -m add -c ../conf/genesis_subnet.json

@ Bl BERSH (1BiiEBaaSihHHARERZHIEE)) AImychain_tool > subnetF¥ &< °

3.3.2. FMia#R

FRRNER

FWBINEE > QIEHIEER - SYiENEE ( AddAcQuery/ ) ~&Eif ( FindAcQuery/ )~ R ( DeleteAcQuery/ ) ~ IR
( ListSubnetAccessControl ) %ﬁéf’ﬁ ’ ﬁﬂﬂ%}ﬁﬁ%lﬂi&l&%ﬂ’\] SubnetAccessControl.sol ﬁ“é’\]iiﬂ ° ?W}Q*XEIE%EEFH
Administratort9lkFAXR - IPRECERZMT ©

EERNRESEE. . /conf/node_config.json (B¥Fmychain_toolf9&1E » mychain_tool TEMI &% /datal/mychain_deploy/bin)
EEE X i user keys~ ca path~ cert path~ key path -

s
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{

"node_config" : {

"identity" : "Administrator",
"key_path" : "../../user",
"digest_type" : "sha256",

"user keys" : [

{

"key name" : "Administratorl.key",
"key passwd" : "123abc"

by

{

"key name" : "Administrator2.key",
"key passwd" : "123abc"

I

{

"key name" : "Administrator3.key",
"key passwd" : "123abc"

}

1,

"node" : {

"endpoints" : [

"127.0.0.1:18130"
1,

"ca path" : "../../ca/ca.crt",
"cert_path" : "../../ca/client.crt",
"key_path" : "../../ca/client.key",
"passwd" : "123abc",

"enable_anchor" : false

}
}
}

He» user keystllca.crtfEmidwayfJB FE/home/admin/midway/cert » client.crtfllclient.key TEE

$&/datal/mychain_deploy/certsT
passwdZtiAl23abc -

L.,w
package
user

dev
etc
=77 home

FRERFHS

FREMBESZ FNEM 2 EAVRIE > WTFRIEEAR > EXSRAF M _EEERARAN - BlFMRRTF
PIEEAFRTFM Id 5% > WHSHR - EFWALRFFMBHIT oueryplock HIRIE

o RINRBIAT -

# BETHAR > EFMITALR > AR

./mychain_tool subnet_ access_control -t addg -m QueryBlock -i 2 -g 1

X8 -

license.lic

M220629125747_adminl.key
M220629125747_admin2.key
M220629125747_admin3.key
M220629125747_admin4.key

a M220629125747_ca.c

./mychain_tool subnet_access_control -t addg -m QueryBlock -i

0000000000000002000000000000000000000000 -g

o EWREMIIK :

0000000000000001000000000000000000000000

i

51 S

808 B
347 B
347 B
347 B
347 B
1.2 KB

ESid

EETF ML REHRE - BN

> XHHkRAS © 20250314
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# BWHAIFRIRRIIR

> ./mychain_tool subnet_access_control -t list -g 1

get input subnet index 1

Execute SysContractCommand on subnet : 0000000000000001000000000000000000000000

start to execute the action:

call contract transaction:
[{"hash":"a4990269509565538213881117b725£8bc70571e0bf3c58a0de3d5¢c62242a156", "type":"11", "timestamp":"1656577143708", "no
:"6091653609518628006", "period":"0", "from":"e7d3e769£3f593dadcb8634cc5009fc90dd3a6lc4al6a79cb0923662fe6faec6b”, "to": "21f]
8b64bde0491£9347cbc73854576bba59bcf9dd8cf03e39edb44acel30"”, "value":"0", "gas":"10000000", "group_id":"0000000000000001000
00000000000000000", "version":"2", "data" :"dd9feb5b", "extensions":"", "signature":
["ee9ff76c3001d4d6ald7£f£5fb5e4d64549f97eefbdd4397e0e8602d36099edfb21d04b4e499c4d537bd9%9370461£23d0893bb0abead9d3907677£f
1cb72a501","94a13£f462247d486d389%ec2cd0aa2514b48775a95bf5a0f6b5879a25fcc960e4613732dd288dcbe5fcd7360dadcdl6707a26cebe3c4«
085904b5654d4367200","2293c36fedfb129ab93d71cf8b5b3d72d7e721lae2cdfba22693dbecb02bfl5eb4c24bbaded9I3b9a5£fbb737ffdcc51bb4b
49688abeb31€95954825b5be08501", "c778fbd331e00efde005116fdbdd0ee08a7130beb4b9478aa52583602£869dd87aa434bf6af13a461181b3f
70701116d5eedef92c61a37cd3d59fcdb78e801"] }]

Call contract transaction receipt:

[{"result":"0","gas_used":"41508","logs":

[{"from":"e7d3e769£3£593dadcb8634cc5b09fc90dd3a6lc4al6a79cb0923662fe6faecbb", "to":"21£fb2288b64bde0491£9347cbc73854576bba
£9dd8cf03e39edb44acel30", "topics":

["call contract"],"log data":""}],"output":"000000000000000000000000000000000000000000000000000000000000002000000000000
000000000000000000000000000000000000000000000008670202261635£717565727922203a2050207b20227065726d69747465645£6d79636861
5£6964222032202230303030303030303030303030303032303030303030303030303030303030303030303030303030222c20226d6574686£64222
0225175657279426c6£636b22207d5d2c202261635£63616c6c22203a205020205d207d000000000000000000000000000000000000000000000000

"}
# X output HTEEE - AT : HEITIRHZE

{ "ac_query" : [ { "permitted mychain id" : "0000000000000002000000000000000000000000", "method" : "QueryBlock" }], "

ac_call" : [ ]}

®@ #BE g1 KREOEEDFRAGTHS > TEIELTIAMR output -

s EZEMHERETUT ¢

{
"ac_query": [{
"permitted mychain_id": "0000000000000002000000000000000000000000",
"method": "QueryBlock"
oo A
"permitted mychain_id": "0000000000000002000000000000000000000000",
"method": "QueryBlockHeader"
b Ao
"permitted mychain id": "0000000000000002000000000000000000000000",
"method": "QueryTransaction"
1y,
"ac_call": [{
"permitted mychain_id": "0000000000000002000000000000000000000000",
"method": "LocalCall"
"contract_id": "27321e07197e4d90d196e8ddec937344e6c7803f1d203d2e564eb3185e8blcel”,
"contract_ function": "set (uint256)"
H

}

BXFRONRMS T ¢

o

)

o

o

o

ac_query : BIEIEER

ac_call : &L LocalCall
permitted_mychain_id : Z&F/M R iFHEIAIE M F M
contract_id : &9ttt

contract_function : 844

3.3.3. BFHEHEE

FRSSHMFRBEN - FEEFMSLEEEFMRSSH - SUEFEATUERmMychain_tool TR
Solidity 8%

EATEFNEFMSoliidty &4ttt : CrossSubnetServiceEvmighashid :

(sha256) i@k : 0x64c34185322ab6c40640d526359c08ealdl9a0dc74906453a40ecfdbd30c72c6

(sm3) EZB§E : Ooxccdbaflefc394a42f9a47693fcc5lcdf184af6facad888d6c8e84937256ae7f1

> MRS : 20250314 15
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BHNE

./mychain_tool system manage -a --name CrossSubnetServiceEvm -f

../conf/compiled_system contracts/contract_cross_subnet_service.evm -g 0

BUAER
./mychain_tool system manage -u --name CrossSubnetServiceEvm -f

../conf/compiled_system_contracts/contract_cross_subnet_service.bin-runtime -g 0

Wasm S84

FAaXENEFMWASMELtE : CrossSubnetServiceWasmighash{g :
e (sha256) ELiEHE: 0x8619%e5alad2e5163c9c78£08ba28cd8481b68b93cddabbTe63fcabbalfdTaedl

e (sm3) EZHE: 0x949955db255d0751ed63d5efe2df67cee2el0e0badf2ea5t76c063ddd6c8cbes

BHBE

./mychain_tool system manage -a --name CrossSubnetServiceWasm -f

../conf/compiled system contracts/contract cross_subnet service.wasc -g 0

SUAER
./mychain_tool system manage -u --name CrossSubnetServiceWasm -f

../conf/compiled_system contracts/contract_cross_subnet_service.wasc -g 0

@ il LHEEMEIRE > MREXNNFW > BEEMLE o FRTH #FR) > -g 1 °{FA ./mychain tool contract -c

etServiceEvm -g 1 EIL‘XEWIET:E?ETE?WJ:%EEEEB%T?X’P‘S?\J °©

Crc

3.3.4. ¥SENIRS

Solidity 24% =

Solidity SXIFF R RIE :

o B ! integrate_test/data_prod/common/biz_stable.evm

o B34 : https://btn-test.oss-cn-hangzhou.aliyuncs.com/subnet/biz_stable.evm
e md5sum : 34f23518d4bc4a9091a663c99b4fcf05

pragma solidity ~0.4.2;

import "./strings.sol";
import "./utils.sol";
import './CrossSubnetInterface.sol';

// EB— demo &Y
contract BizStableContract {
using strings for *;

using utils for *;

/1 BFREY

identity ibc_base_address;

// g5 1D SEFMIAENER 1D HXBEXHR
mapping (bytes32 => bytes32) requests;
mapping (bytes32 => string) request_datas;
mapping (bytes32 => bool) request flag;

// Query Block/State/Tx
struct BizRequest {
bytes32 biz_id;

bytes32 request_id;

}

BizRequest[] bizRequests;
event LOG(bytes32 biz_id, bytes32 request_id, string response_data);

// FRBREEH]
modifier onlyIbcBase() {
require (msg.sender == ibc_base_address, "PERMISSION_ ERROR: Permission denied!");

;

}

> X#4hRAs : 20250314
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// BREBFNEL

function setIbcBaseAddress (identity _addr) public {
ibc base address = _addr;

}

// EARBFMEYHEFNIAEEOEEEREKREHEE —ER 5
function crossSubnetRequest (bytes32 biz_id, string src_subnet_id, string dest_subnet_id, string method, string args) p

ublic returns (bytes32) {

// 1. BAYWIAR  REBISUBRORNREFMEYN 10 £H—TEANER

CrossSubnetInterface ibc = CrossSubnetInterface (ibc_base_address);

/1 2. HEREFWIFEGS  HERRELSHGS

// 3. REEFMIKENEK

bytes32 request_id = ibc.crossSubnetRequest (biz_id, src_subnet_id, dest_subnet_id, method, args, true, this, 0);

// 4. IDEBFMELNIRER request id

requests[biz_id] = request id;

BizRequest memory bizRequest = BizRequest(biz_id, request_id);

bizRequests.push (bizRequest) ;

// 5. ERMEAR » SEEIA
request flag[request id] = false;
return request id;

}

// WS EARTREEFRMELMEFRiIBEERERER

function crossSubnetCallbackResponse (bytes32 _request_id, bytes32 biz_id, uint32 _error code, string _resp_body,
identity _call identity) onlyIbcBase external returns (bool) {

// WSS RRR O F

emit LOG(_biz_id, _request_id, _resp body);

request_datas[_request_id] = _resp body;
request_flag[_request_id] = true;
return true;

}

// Bif) request_id MRMH) response data
function getRequest (bytes32 _request_id) public returns (string) {

require (request_flag[_request_id], "not exist");

return request datas[_request id];

}

Wasm S84k

Wasm S§4FLIRIE ¢

e B3 : integrate_test/data_prod/resource/vm/wasm/subnet/BizStableContract.cpp
o B : https://btn-test.oss-cn-hangzhou.aliyuncs.com/s()ubnet/biz_stable.wasc
e md5sum : c59e56e7a2e84686410dffdef487a940

#include <mychainlib/contract.h>

#include "./schema/biz_ant_generated.h"

using namespace mychain;

using namespace BizStates;

CONTRACT VERSION (24) ;
class BizStableContract:public Contract ({

public:

// BFREEHEHEON aPT EX
const std::string CROSS_SUBNET REQUEST API = "crossSubnetRequest";

StatesMPtr m states;

BizStableContract () {
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m_states = GetStatesM();
}

INTERFACE void Init() {

InitRoot (); //#A{bschemaf S RILIFMESE
m_states = GetStatesM();

}

/**

* BREFMRS SRR REED

**/

INTERFACE std::string crossSubnetRequest (const std::string& ibc_base_address, const std::stringé& biz_id, const

std::string& src_subnet_id, const std::stringé& dest_subnet_id, const std::strings& method, const std::stringé& args) {

// 1. ARBFREHED > RIXES
Identity address(ibc_base_ address);
auto ret = CallContract<std::string>(address, CROSS_SUBNET_REQUEST API, 0, O,
biz_id,

src_subnet_id,

dest_subnet_id,

method,

args,

true,

GetSelf () .to_hex(),

0);

// 2. TARERRK

Require (ret.code == 0, "call cross_subnet_ contract fail " + address.to hex() + " : " + ret.msg);

// 3. WEBERER
// —RRIRTFER 1D Bl ret.result FE

// 4. EKRBMEREER > EH5EE

std::string request _id = ret.result;

std::string key = Hex2Bin (request_id);

ExistDOMPtr exist;

if (m_states->get request flag()->has_element (key)) {
println("have\n%s", key.c_str()):

exist = m_states->get_request flag()->get element (key);
} else {

println("not have\n%s", key.c_str());

exist = m_states->get_request_flag()->add_element (key) ;
}

exist->set_is_exist (false);

return request_id;

}

/**
* WS AR TR F MRS S AR THENERERERE
**/

INTERFACE void crossSubnetCallbackResponse (const std::string& _request id,
const std::string& biz id,

const uint32_t& _error_ code,

const std::string& _resp_ body,

const std::string& _call identity) {

/7 WSBTEXRIELE » HIREEEE

//

println("show crossSubnetCallbackResponse back:%s", 7requestiid.cistr());
println("show resp_body:%s", _resp body.c_str());

IdentityDOMPtr id = m_states->get_request_datas()->add_element (_request_id);
id->set_identity(_resp body) ;

ExistDOMPtr exist;

if (m_states->get request flag()->has_element (_request_id)) {
println("crossSubnetCallbackResponse have\n");

exist = m_states->get_request_flag()->get_element (_request_id);

} else {

println("crossSubnetCallbackResponse not have\n");

exist = m_states->get request flag()->add_element (_request_id);

}

exist->set_is_exist (true);

return;

}

> X#4hRAs : 20250314
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// B request id IMA) response data

INTERFACE std::string getRequest (const std::string& _request_id)

std::string key = Hex2Bin(_request_id);

println("getRequest key:%s\n%s", _request_id.c_str(), key.c_str());

Require (m_states->get_request_flag()->has_element (key),

"not exist");

IdentityDOMPtr id = m_states->get request datas()->get_element (key);

std::string data = id->get identity();:
printf ("data:%s\n", data.c_str());
return data;

}

bi
INTERFACE EXPORT (BizStableContract,

(Init) (crossSubnetRequest) (crossSubnetCallbackResponse) (getRequest) )

3.3.5. ¥SEHIEE

SDKT#
20 (1B sEBaaSthHAREIRAFER) P TRSDKRABE ZE IR FHESDKABE » FHMERNBPNEXSHEEIIEARRE -

S wamm
ANT GROUP

FHEWE

BEESHHEE - FHEE

By B RS
A EHEEE FHEA
R REER i
AR ()
of IR RIS
A TamPER 3

@

FMB [ABER o

TSR ()

3

R

163881

pod ]

163894

adminfiil

admingyik FY

wsan

30

07-04
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user

pub.txt

SHERB

TRABAUSEYN » IRBEESHNREHTIE RAA -
T&Demof » HEMUTHE -
1. BIAWSBEY (solidity&#9flwasmE4y) -

2. WBEUSEH -
o ERESolidity&#4

> MRS : 20250314 20


https://help-static-aliyun-doc.aliyuncs.com/file-manage-files/zh-CN/20220816/snqb/SDK_Demo.java

© 2229, RIERS TA BHIRE- 1B T REIEE

private void deploySolidityContract() throws Exception {
Identity account = generateIdentity(this.accountName) ;
Identity contract = generateldentity(getDemoContractId(contractDemoType)) ;

EVMParameter contractParameters = new EVMParameter();

byte[] contractCode =
Hex.decode (IOUtil.inputStreamToByte (SdkDemo.class.getClass () .getResourceAsStream(solidityDemoContractFile))) ;

DeployContractRequest request = new DeployContractRequest (account, contract, contractCode, VMTypeEnum.EVM,
contractParameters, BigInteger.ZERO) ;

request.setGroupld (Fixed20ByteArray.valueOf (this.groupId)) ;
signRequest (request) ;

TransactionReceiptResponse result = sdk.getContractService () .deployContract (request);

if (!result.isSuccess()

| | result.getTransactionReceipt () .getResult() != 0) {
exit ("deploySolidityContract", getErrorMsg((int) result.getTransactionReceipt ().getResult()));
} else {
System.out.println("deploy solidity contract success.");

o ERBWASMAY

private void deployCppContract () throws Exception ({
Identity account = generateldentity(this.accountName) ;

Identity contract = generateldentity(getDemoContractId(contractDemoType)) ;
WASMParameter contractParameters = new WASMParameter () ;

byte[] contractCode =
IOUtil.inputStreamToByte (SdkDemo.class.getClass () .getResourceAsStream (cppDemoContractFile)) ;

DeployContractRequest request = new DeployContractRequest (account, contract, contractCode, VMTypeEnum.WASM,
contractParameters, BigInteger.ZERO) ;

request.setGroupld (Fixed20ByteArray.valueOf (this.groupld)) ;
signRequest (request) ;

TransactionReceiptResponse result = sdk.getContractService () .deployContract (request);

if (!result.isSuccess ()
|| result.getTransactionReceipt () .getResult() != 0) {
exit ("deployCppContract", getErrorMsg((int) result.getTransactionReceipt ().getResult()))
} else {

System.out.println("deploy cpp contract success.");

3. REBFMAUSELAML

EHIRWESAMNEA © 0x64c34185322ab6c40640d526359c08eald19a0dc74906453a40ecfdbd30c72c6  ©
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private void callContractSetIbcBaseAddress () {
Identity account = generateIdentity(this.accountName) ;

Identity contract = generateldentity(getDemoContractId(contractDemoType)) ;

Identity identity = new Identity("0x64c34185322ab6c40640d526359c08ealdl9a0dc74906453a40ecfdbd30c72c6") ;
EVMParameter parameters = new EVMParameter ("setIbcBaseAddress (identity)");
parameters.addIdentity (identity) ;

CallContractRequest request = new CallContractRequest (account, contract, parameters, BigInteger.ZERO,
VMTypeEnum.EVM) ;
request.setGroupld (Fixed20ByteArray.valueOf (this.grouplId)) ;

CallContractResponse response = sdk.getContractService().callContract (request);

if (!response.isSuccess()) {

exit ("callSolidityContract", getErrorMsg((int) response.getTransactionReceipt ().getResult()));
} else {

System.out.println("callSolidityContract success. :" + response.toString()):;

}

}

3.3.6. WSSESLER

SR
o AABFMiIEKRED
EE WSSWREAR > FEFWBATFMARNKIREGNR - @E » EWEMEEN > thEERAEENNR

MEEFRMEBX RG] > FRMAEIDFMBRIES TR » REULIBMT -
o Solidity& 49

private void callContractCrossSubnetRequest () {

Identity account = generateldentity(this.accountName) ;

Identity contract = generateldentity(getDemoContractId(contractDemoType)) ;

byte[] bytes = hexStringToByteArray ("044852B2A670ADE5407E78FB2863C51DE9FCB96542A07186FE3AEDA6BBBALLGE") ;
EVMParameter parameters = new EVMParameter ("crossSubnetRequest (bytes32,string,string,string,string)");
parameters.addBytes32 (bytes) ;

parameters.addString ("0000000000000001000000000000000000000000") ;

parameters.addString ("0000000000000002000000000000000000000000™) ;

parameters.addString ("QueryBlock") ;

parameters.addString (" {\"number\":5}") ;

CallContractRequest request = new CallContractRequest (account, contract, parameters, BigInteger.ZERO, VMType
Enum.EVM) ;

request.setGroupld (Fixed20ByteArray.valueOf (this.groupId)) ;

CallContractResponse response = sdk.getContractService () .callContract (request);
if (!response.isSuccess()) {

exit ("callSolidityContract", getErrorMsg((int) response.getTransactionReceipt ().getResult()));

} else {

System.out.println("callSolidityContract success. :" + response.toString());
}
/] RBWKHE

TransactionReceipt transactionReceipt = response.getTransactionReceipt () ;

if (transactionReceipt.getResult() != 0) {
System.out.println(" fail.iREMER: "+ transactionReceipt.toString());

} else {
System.out.println(" success.iREIf§E: "+ transactionReceipt.toString());
JSONObject jsonObject = JSON.parseObject (transactionReceipt.toString());

requestId = jsonObject.getString ("output");
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o WASM&LIERA

private void callCppContractCrossSubnetRequest () {
Identity account = generateldentity(this.accountName) ;

Identity contract = generateldentity(getDemoContractId(contractDemoType)) ;

WASMParameter wasmParameter = new
WASMParameter ("crossSubnetRequest (string, string, string, string, string,string)") ;

//ibc_base_address EFMIEZELME

wasmParameter.addString ("64c34185322ab6c40640d526359c08ealdl9a0dc74906453a40ecfdbd30c72c6") ;

//biz_id

wasmParameter.addString ("044852B2A670ADE5407E78FB2863C51DE9FCB96542A07186FE3AEDA6BBBALL6F") ;

wasmParameter.addString ("0000000000000001000000000000000000000000") ;

wasmParameter.addString ("0000000000000002000000000000000000000000") ;

wasmParameter.addString ("QueryBlock") ;

wasmParameter.addString (" {\"number\":5}") ;

CallContractRequest request = new CallContractRequest (account, contract, wasmParameter, BigInteger.ZERO, VMT
ypeEnum.WASM) ;

request.setGroupld (Fixed20ByteArray.valueOf (this.groupld)) ;

CallContractResponse response = sdk.getContractService().callContract (request);
if (!response.isSuccess()) {
exit ("callCppContract", getErrorMsg((int) response.getTransactionReceipt ().getResult()));

} else {

System.out.println("callCppContract success. :" + response.toString());
}
/] RBWHE

TransactionReceipt transactionReceipt = response.getTransactionReceipt () ;

if (transactionReceipt.getResult() != 0) {
System.out.println (" fail UGREER: "+ transactionReceipt.toString());

} else {
System.out.println (" success JGREER: "+ transactionReceipt.toString());
JSONObject JjsonObject = JSON.parseObject (transactionReceipt.toString());

requestId = jsonObject.getString ("output");

}

ERMHANT -

success.REER:

{"result":0, "output":"7£8b6b088b6d74c2852fc86c796dcalTbddeed6fb3daf5e6059f7c364db14528", "gas_used":757727,"logs":
[{"topics":

["call contract"],"from":"9%9e5f9%e75192fa45becb945bc5¢cc52212¢cc0033e435af7904c186a307e211a347","1og _data":"","to":"fc33afc
6b5dafl1633427b3989%ecdd0fe24d0a2cdll59c2alaa2c40e553ad"}, {"topics":
["868ebf9c03895e350912£f3c8c814898dd7£2e090b8235chbce7917bel6bfcb7bcO0f"], "from":"fc33afc47116b5dafl1633427b398%ecdd0fe24d0a2
59c2alaa2c40e553ad", "log_data":"0000000000000000000000000000000000000000000000000000000000000120044852b2a670ade5407e78f]
3c51de9fcb96542a07186fe3aedabbb8all6f7f8b6b088b6d74c2852fc86c796dcal7bddeed6fb3daf5e6b59£7¢364db14528000000000000000000
00000000000000000000000000000000000000018000000000000000000000000000000000000000000000000000000000000001220000000000000
000000000000000000000000000000000000181cc85033e0000000000000000000000000000000000000000000000000000000000000001fc33afcd
b5dafl1633427b3989%ecdd0fe24d0a2cdl159c2alaa2c40e553ad0000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000002830303030303030303030303030303032303030303030303030303030303030
30303030303030000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00a5175657279426c6£636b000000000000000000000000000000000000000000000000000000000000000¢c7b226e756d626572223a357d", "to": "
4185322ab6c40640d526359c08ealdl19a0dc74906453a40ecfdbd30c72c6"}]}

o ARERERED
ABrequestldiy t—%iREIfJoutput :  7£806b088b6d74c2852Fc86c796dcalTbddeed6tb3dar5e6b59£7c364db14528  ©
AT -
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o Solidity& 4R

private void callContractGetRequest (String requestId) ({
System.out.println("request_id:" + requestId);
Identity account = generateldentity(this.accountName) ;

Identity contract = generateldentity(getDemoContractId(contractDemoType)) ;

byte[] bytes = hexStringToByteArray (requestId);

EVMParameter parameters new EVMParameter ("getRequest (bytes32)");

parameters.addBytes32 (bytes) ;

CallContractRequest request = new CallContractRequest (account, contract, parameters, BigInteger.ZERO, VMType
Enum.EVM) ;

request.setGroupld (Fixed20ByteArray.valueOf (this.groupId)) ;

CallContractResponse response = sdk.getContractService().callContract (request);
if (!response.isSuccess()) {

exit("callSolidityContract", getErrorMsg((int) response.getTransactionReceipt ().getResult()));

} else {
System.out.println("callSolidityContract success. :" + response.toString());
}
// RBWHE
TransactionReceipt transactionReceipt = response.getTransactionReceipt () ;
if (transactionReceipt.getResult() != 0) {
System.out.println (" fail GREMEE: "+ transactionReceipt.toString());
} else {

System.out.println (" success.iREfE§E: "+ transactionReceipt.toString());

JSONObject jsonObject = JSON.parseObject (transactionReceipt.toString())

o WASM&LIAR

private void callCppContractGetRequest (String requestId) {
System.out.println ("request_id:" + requestId);
Identity account = generateIdentity(this.accountName) ;

Identity contract = generateldentity(getDemoContractId(contractDemoType)) ;

WASMParameter wasmParameter = new WASMParameter ("getRequest (string)");

wasmParameter.addString (requestId) ;

CallContractRequest request = new CallContractRequest (account, contract, wasmParameter, BigInteger.ZERO, VMT
ypeEnum.WASM) ;

request.setGroupld (Fixed20ByteArray.valueOf (this.groupId)) ;

CallContractResponse response = sdk.getContractService().callContract (request);
if (!response.isSuccess()) {

exit ("callCppContract", getErrorMsg((int) response.getTransactionReceipt ().getResult()));

} else {

System.out.println("callCppContract success. :" + response.toString());
}
// RBWHE
TransactionReceipt transactionReceipt = response.getTransactionReceipt () ;
if (transactionReceipt.getResult() != 0) {

System.out.println (" fail JREIER: "+ transactionReceipt.toString()) ;
} else {

System.out.println (" success.iREER: "+ transactionReceipt.toString());

JSONObject jsonObject = JSON.parseObject (transactionReceipt.toString()):;

HREHT -
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callSolidityContract success.

{"sequence":10, "trace_id":"","group_ id":"0000000000000001000000000000000000000000", "msg_name":"transaction_CallContract
p","msg_type":21,"return _code":0, "hash":"e0b076c3490676£6dd363da59115683663£9a1845292cfeleld37896a6155a87"}

success . REER:

{"result":0, "output":"0000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000
00000000000000000000000044b7b22686561646572223a702268617368223a22353237323164626430353534396333643433646435393761323235
3561356537636261623863393634653364323939333261383438336134346431313532222¢2276657273696£6€223a2237323035373539363138383
732383334222c226e756d626572223a2235222c22706172656e745£68617368223a2233386636653135663230326633333661313863633536373238
61386130373833343062363230653165353831333239353765326263643863363534353934222¢c227472616e73616374696f6e5£726£6£74223a223
03030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030
222c22726563656970745f726£6£74223a2230303030303030303030303030303030303030303030303030303030303030303030303030303030303
03030303030303030303030303030303030303030222c2273746174655£726£6£74223a226230326662623534646135633162393236316131313534
343634313439393734353336643738353230313535666639313835316432646566373835373364222c226761735£75736564223a2230222c2274696
374616d70223a2231363536343833353439373532222¢c226c6£675£626c6£6£6d223a22303030303030303030303030303030303030303030303030
30303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303
03030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030
30303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303
03030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030
30303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303
03030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030
30303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303
030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030303030227d2c22
6479223a70227472616e73616374696f6e5£6c697374223a22222c22726563656970745£6c697374223a22222c22636£6e73656e7375735£70726£6
23a22227d7d000000000000000000000000000000000000000000", "gas_used":55238, "logs": [{"topics":

["call contract"],"from":"9e5f9e75192fad45becb945bc5cc52212cc0033e435a£7904c186a307e211a347", "1log_data”:"","to":"fc33afc
6b5dafl1633427b3989%ecdd0fe24d0a2cdl1159c2alaa2c40e553ad"} ]}

BURRRAR
1. @i ERETRENOBIBER ( cuoue FR) > BITARNT

"header": {

"hash":"52721dbd05549c3d43dd597a225£95a5e7cbab8c964e3d29932a8483a44d1152",
"version":"720575961887672834",

"number":"5",

"parent hash":"38f6e15f202f336a18cc5672870a8a078340b620e1e58132957e2bcd8c654594",
"transaction root":"0000000000000000000000000000000000000000000000000000000000000000",
"receipt_ root":"0000000000000000000000000000000000000000000000000000000000000000",
"state_root":"b02fbb54da5clb9261a1154df464149974536d78520155££91851d2def78573d",
"gas_used":"0",

"timestamp":"1656483549752",

"log_bloom":"0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000"

b

"body": {

"transaction_list":"",

"receipt_list":"",

"consensus_proof":""

}

}

2. {ERAmychain_toolEifSIMFMB LHRIRS 5 HER > KMS5 output ER—H > BFRERKIN -
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[root@mychain bin]# ./mychain_tool block -m 5 -g 2

get input subnet index 2

Execute BlockNumberCommand on subnet :

Execute query block by number succuss :

hash:

number:

version:

parent hash:
transaction root:
receipt root:
state root:

gas used:
timestamp:

transactions:

00000000020000020000000000022000AA0CGRA

52721dbd@5549c3d43dd597a225f95a5e7 cbab8c964e3d29932a8483a44d1152
S

720575961887672834
38f6el5f202f336a18cc5672870a8a078340b620e1e58132957e2bcdB8c654594
000000000000000000000000V0CVVRVRRECRRACEER0CE0V0000DEVEEREERRD
2000000000000000200CRVARCRRRVRRVALARLRERNRCLRCRRVERCRRRRRRVELCER
b@2fbb54da5c1b9261a1154df464149974536d78520155ff91851d2def78573d
(%)

1656483549752

LJ
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4. 2T RANE
4.1. traverse_db
4.1.1. TAEN

RE HFImychain®3&1E/datal/mychain_deployB&TF °

mychain FETEETEBPREARMMNEEXHRAFISABAXNBIEER - XEHIBECQESRREIE - RIHIE - KPR - SUEMHEIES - X

LERRIRIB — E AR AR TFHEE A rocksdb XX/ - traverse_dbEmychainFEAIRHNEIERE TR » 2 TARKBIMmychainX R

ggg%ﬁ?ﬁﬂ » HiZAIE IR EX AR RENBIBH#TRITEMLEIAF &G L - traverse_db BMERFRNEZRZEL  FAEE
M2 T EEE°

RiIZFAFEZIZER (BN EABHIRERAPIER) B27 mychainIFE » ME/ BT T8 < k3R traverse_db TREEMREA -

cd /datal/mychain_deploy/bin
./traverse_db -h

FIhHAT Litise € RERP LIREH N THIREEESR -
# ./traverse db -h
traverse_db command line options:
-h [ --help ]Print this help message and exit.
-c [ --subnetlId ] arg (=0000000000000000000000000000000000000000
blockchain subnetId that defines
dynamic subnet[1-X], e.g.

000000000000000100000000000000000000000
0 or subnet index[l-x], default is
subnetO.

-d [ --database ] arg (="../data")

blockchain storage directory

-s [ --storage ] arg (=public)blockchain storage name

traverse_db subcommand:
block block subcommand. use --help to show usage
account account subcommand. use --help to show usage

storage storage subcommand. use --help to show usage

Hep s -dSBATEESFERINMychainKIRERIBEXHNEMEE » —iREmychainEKiREET ARE R & Thdata/publicBE -
traverse_db TABE AR FH < RTHITREEEEIENEE » blockF@R<ATFEIMychainFiBEEFHNXIRESR ; accountFH<AF
Fimychain#IBEFHIKF{ER ; storageFH<ATFEImychainBiBEFNERESAEFEMRER -

AIETHIT F RS HIhelpiRERE— SR T SHRMER -
cd /datal/mychain_deploy/bin
./traverse_db block -h

BINT LG e RERPLRRLblock F RTINS HABEMESR -

block command options:
-h [ --help ]Print this help message and exit
-b [ --block number ] arg (=-1) the block number you want to look up

HRSHHAEMMERERENETHITIHANE » bl XBiFAAaccountfllstorage F i < REBHEXNERHEESR -

4.1.2. TH{EH

ATEBENAUMEAERtraverse_dbRFEHI mychainRIREEIEEX HAMEER » IEIEIBEPHRIR « IkF ~ ZEFHEXES -
o BRI
o HifMkF
o FHifjtorage
BARXIR
traverse_dbi@idblock ¥ S HERIRIMBXER » FTLETEE-bSEREWEENRRES - MWRFEE-bSHRUSH L mychain iz
XUHFHERRER
cd /datal/mychain deploy/bin
./traverse_db -d ../data/public block -b 2
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ELiiGLd > -dSHIEE T RIEEXHNEFHRESR > -bSRERETHENNRIRS - RAPHRIRSMOFHASBIE - MINNT LMREFSERF
KiRRHEMNTHRRESR

last block number: 1144501

block 2 info :
[{"hash":"4d1ce0a081db8d6601£4c1a3053c8c909d7dae074£fe179d£9440d0ca71b2d320", "version":"844429225099522", "number":"2", "par
hash":"a27482afbbaac82eb8220d03£9223b45a3899109bee3b394bfbce7d69db983d5", "transaction_root":"0000000000000000000000000000
00000000000000000000000000000000", "receipt_root™:"0000000000000000000000000000000000000000000000000000000000000000", "stat
ot":"424d24d907a056cf0b74cdb99e2adelb79093ca873e5649ea2d2e4d9%e3a8779f", "gas _used":"0", "timestamp":"1576033338807","log bl
:"000000000000000000000000000000000000000000000000000000000000000000000000000000000000" }

]

consensus_proof info : [f8eff8c9b8414e4d1249b99fabb88b45b7a0418d34109d1f0bbefaab30c4b8al402bfbl]

Consensus Algorithm: PBFT

ERHERPSITEmychainBEEXHHRARRS » ARHBHEBNXRES - BHESPEXEMENRAN TRAR

EESR EiEER EBESR iR

hash XA RIHIIG 7 {E number KREE

version RAGRA parent hash RERRIGFHE

transaction root ARRZHHImerkle root receipt root AXRAPFARS W IERIR
state root RRREH FIRSHIR gas used ARBRHITR 5EFERIgas 2]
timestamp AXIRET I log_boom RS EHMIog_bloom{E8

MREBWIRHFHFIIEERIRS » traverse_dbMEEHEEEX 4 RRATE XIRE BHER P K1k L -

BiAKP
traverse_dbiEidaccountF @ SHOREIBEETHNIKFES > ERIREEFRETKANHLEER » AT MBI E-bSERENEERR TH
BAERHES » MRAEE-bSHNSHNRLABEETRIFIRATHWRFES | TNET-iSERIEEFENNKFRR - RFEE-iSHN
SWHBIEEPNAERFESR - FIMERMTHG SREREAKRFES -

cd /datal/mychain deploy/bin

./traverse_db account -d ../data/public

-b 0 -i e7d3e769£3£f593dadcb8634cc5b09£fc90dd3ablc4al6a79cb0923662fe6faebb

@ % IkFidEIBGEE crypto_tool TREhashIEERITEMF IRIRES » BIEMERIESESZ crypto_tool TRKINE °

RINHAT LitiE S MSERP KiRHHN THES -
account info : [
id: e7d3e769f3f593dadcb8634cc5b09fc90dd3ablc4a06a79cb0923662feb6factb,
balance: 1000000000000000000
storage root: 76be8b528d0075f7aae98d6fa57a6d3c83ae480a8469e668d7b0af968995ac71,
code_hash: 0000000000000000000000000000000000000000000000000000000000000000,
auth_root: f£c4000£fd7982b90eb8c97c92c25b3b490ca7clicl22eal3bee31b5079ac705da,
recover_key:
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000,
recover_time: 0,
status: 0,

version: 2

ERBEEPSREERNNIKFESR - MEESPAXEERNIRANTRAR

Rt S5 Rt R &5 Rt
id WPid » B— M IIRRNIREER  balance TR HBIRE
storage. root BOGHOMPTRIL  MRBEEK 0 (o AHRBIIAFE » HXEERE

auth_root

PSR- ENEEE
kPRI A AT ETI R F1E

TP TRE B A RTIRAAE > NRE

recover_key

BT EEEE

AFKFEENRTIRINIRE A

PR - ORTIESKRTE » 1RIAF

recover_time g%gaﬂﬁiﬁﬁ%iﬁﬁﬁ%%m status FERAS  2E RS o
version WKFRRAS » ATFERkFEHESE = x

REZE

> X#4hRAs : 20250314
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#Hifitorage

traverse_dbRI AT MHUIBEPIEES LUK, THEFREES  EidstorageF @ SHRRMIBETNSAKFFHES - ERIREDRE T SHAKF
HIFSEER » BRI LGET IR E-b S HREWMEEX R THHERSER » IRTIEE-bS RS T LY HIEET SRR THS AP F6EE
B ; BEES-iBECREEAEWNKRAIRR ; aTET-kRIEERFEINKey - MRFIEE ZKey BN SBMEKS FHRMAEFRES - STER
TS BRIERERNSAWRPNEFEER -

cd /datal/mychain deploy/bin

./traverse_db storage -d ../data/public

-i 87e89%abb4clc551fe08d355d097£f18b8de78edca5£556997085681662fce8eed

BRIIHAT LR FRIER P Ll LA EiWEIfkey-valuefs
key info :
[ec4916dd28fc4c10d78e287cab5d9cc5leelae73cbfde08c6b37324cbfaac8bcs =
0000000000000000000000000000000000000000000000000000000000000001
key info :
[0e01bc9clbd2710b7e43fa3daac376243%ae4dc3c23a5b2144bd2d358237eb67 =
0000000000000000000000000000000000000000000000000000000000000081]
key info :
[a059e24472da068c4a8ff2faadb73556de30c5¢c7272e1c95¢c183e56962¢c72672 =
0000000000000000000000000000000000000000000000000000000000000201
key info :
[a5bc7£8efd5a71£7932bca9748017a46bbb4bb775b£85ffa718453095a123ded =
0ae8c43005c79fde048131077b965b8d3ef473afafb8e9a5bd86df5ec3cfd288]
key info :
[66687aadf862bd776c8fc18b8e9£8e20089714856ee233b3902a591d0d5£2925 =
0000000000000000000000000000000000000000000000000000000000000000
key info :
[2e2ec931311002ee45a63a045e787£3a83be9c75£5905dd5%9€6€946952700bb6 =
3132372e302e302e310000000000000000000000000000000000000000000012]
key info :
[63d20ea7419ce0fa56cf7c79ebf139349055¢c2b8ff8be361eb81d23823627806 =
09c5aedlodce7aed60387e6cbadl859ee524691df3fc99cc8577da319411ae2b]
key info :
[4181606e1974270dfladcd2617274a67d9%bca783ae92ec1649620e8cd21270ad
= 00000000000000000000000000000000000000000000000000000000000047361]
key info :
[ec4916dd28fc4cl10d78e287cabd9cc5leelae73cbfde08c6b37324cbfaac8bch
0000000000000000000000000000000000000000000000000000000000000001
key info :
[6d3ce372£455ec953¢c1£fcd555595b29fa687b04£121877b0d599e0f0efaeld2e =
02d3a42bd7051650979486d803abe7a8dea%a386lableefedcf82de3£197clce]

£ HREERT > key infolRRIEI32F R FH ER AP FFEERIENkeyE » FSEERMMMNvaluef - REERBREN 7 EH
HIREA N - XikeyURIBERIRERRNEESLHRBMMBEX > MRZsolidity BEESANXLEFiEkey BRRIBA XA USEsolidityIE
AXHENE ; REnativeBEESHNIXEFiEkey BENRIPHANRIREBNSARBIEX -

4.1.3. Z¥HFsubnet

#£2. 19084/ » mychain3zHfsubnet&ZS4AM » traverse_dbth Al AT HEE N Subnethi#TEIEIA R -
REINEERIFERE » BIAEHsubnet0[h160(0)] » 3 FEHAtSubnetdIREEFMMAR

o TEIEEsubnet_idgf&Esubnet_index[1-x] » #-g 0000000000000001000000000000000000000000F ~¥EEAISUbnetl > [@-g 1 »
SFALRRIEDBsubnets/0000000000000001 -

¢ iE%Estorage » #ll-s subnets/0000000000000001 » }5FEIERMELIDB °

./traverse_db account -g
0000000000000001000000000000000000000000 ~d ../data/public -b 0 -i
€7d3e769£3£593dadcb8634cc5b09£c90dd3a61c4al6a79chb0923662feb6facbb

./traverse_db account -g 1 -d ../data/public
-b 0 -i e7d3e769£3f593dadcb8634cc5b09£fc90dd3ab6lc4alba79cb0923662fe6faebb

4.2. mychain_tool
4.2.1. TAEN

mychain_tool 2ERBHEFATANSE—AD » EXHREXAMIERER (H<2TER) MmiER - AT BAmychain_tool KEBXE « IkF M &iE
RHEHUE - mychain_tool TRAEEIETREIT T A& Xtnode_config.json - BT » RIRAFEZRE (BNSAESHRERBFEE) 2
PHET mychainfIfiE -
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4.2.2. FiREE

KT EENEnode_config.jsonfeEXHHEBXEILRE - BRI MMRIERERISER -

WTABRREXMGHISERE -
{

"node_config" : {
"identity" : "Tester001",
"key path" : "../../user",
"user keys" : [
{
"key name" :
"key passwd" : "123abc"
}
1,
"node" : {
"endpoints" : [
"127.0.0.1:10016"
1,

"ca_path" : "../certs/ca.crt",

"cert path" : "../certs/client.crt",
"key path" : "../certs/client.key",
"passwd" : "123abc"

LR EX AR SEIN BN TRAR

SEEM SELRIA
identity HFRERZNKFE
key_path RERGKFTAANHEEE R

user_keys RER SR BHANGFIR
key_name RERER G K IBHAN R
key_passwd RER B NB A INEED

node.endpoints BRRSGNTRIBEARER

"Tester001.key",

B EEK

FES SIZKFIMERNKF BRF—R

%

ERZRIFESEERKF > Btz
AINEES T RAXM » SEXIBAXMSF
HAEMBSE <<IKP#RE>> XEHHN

]

BRI E AT NS E <<IKF R1E>>
A4t

IRk B IR E R

FEIRE YA B3RS TARN T IR AIPH
it > AINEEE ST

wfl
"identity" : "Tester001"
"key path" : "../../user"

ZEXRRERES T W, Hkey > THILN
T

"user keys" : [
{

"key name" :
"Tester001.key",

"key passwd" :
"123abc"

by
{

"key name" :
"Tester002.key",
"key passwd" : "123abc"

}
]

%

%

BESITTR > RERESTIPHL > RE)
WE
"endpoints" : [
"127.0.0.1:10016" »
"127.0.0.1:10017"

> X#4hRAs : 20250314
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node.ca_path 595 siBiMAISSLEE B CAIE R IR R

"ca_path"

BYFEIIAIECa » B iR{ERAREIE

"../certs/ca.crt"

RIREET SRS
"cert_path"
node.cert_path 59 RBMASSLE RS FImERIEE BEFIRANER XS "o o femEiEs/Elieni  eFET
"key path"
node.key_path 59 REBMASSLE IR E P inTATARE EFIRRIRAA "../certs/client.key"
I B i & " d" : "123abc"
node.passwd STRBRNSSLERNEP WA gomeis v o e v

Az

4.2.3. TH{EH

4.2.3.1. EHEA
FIRT B{ER3E

EEINBE I T AR IR TRER A
o (ERAFEEBNASIRENEEEY - Ha<h ¢

cd /datal/mychain_deploy/bin

./mychain_tool
> help

HAmychain_tool@<2ZfE » HAR—IMREXG LT » WAhelpm L AIAEHAEBERUMTAIR -

Available Commands:
account
account_queue
black_list
block
block_header
block_queue
chain_version
consensus
contract
dev_contract
dump
event
group
log
metrics
node
sender
sync
system contract
transaction
transaction_queue
update_crl

Hep £ EA

Account operation command

Account queue information

update black list

Query block according to block number

Query block header according to block number or hash
Block queue in cache: verified ™ unverified

chain version operations

Query consensus plugin information

Contract operation command

develop contract operations

dump database

event contract *»block subscribe information
group related operations

log level query ® set

query metrics info

Get node information: p2p ™ contract node ™ host status
transaction sender operations

Get synchronize status

System contract information

Transaction operation command

Transaction queue in cache: verified *unverified

update crl

Z&account - account_queue - black_list - block * block_header - block_queue - chain_version - consensus - contract -

dev_contract  dump + event -

group - log » metrics * node - sender - sync - system_contract : transaction - transaction_queue - update_crliXtt¥

IR o
FaTHNEEFRMRLAR -

Fhe
account

account_queue

M
BTFEAKFER

ATFENLAKSIINGER  EXREA

> XHHkRAS © 20250314
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L]

black_list

block
block_header
block_queue
chain_version
consensus
contract
dev_contract
dump

event

group

log

metrics

node

sender

sync
system_contract
transaction
transaction_queue

update_crl

ATRERFBER

ATFEHRRES

BTFEIRRKLER
BFEAXBRAIIIES
BAFMychainfgisis X A&
AFERHIRERBXER
RFEREAKFER
BTFSAFRIBXORE - SENTIRE : MR  RmFNHS
ATFdumpFarIsiEE

BFTHERRE - 849 P TopictS 4
FFi8ingroups 4

AFEMigElog

il

RATEASRHRZEFER

¢l

BTENIAAATRNES - 180 - BT
BTFRBEE

ATERRSERNESR

ATFRASHNER

BTEIRSNER

BTFEEARSMIIIES

ATFEREFIRRHHEIERIIR

*tFaccount - block * block_header - transctionE ¥ &< » #—SEMERAIUNMERNTHS -

./mychain_tool

>[subcommand] -h

Hef[subcommand | 2IEEFEMFHS -

o {ERMTHIEREEAIRERMychain_tool#9{EA#EE) -
./mychain_tool -h
BINTHS  KRFa<HERREEY -
./mychain_tool [subcommand] -h
RLBPERABE LRAE
BARE®HSAT
BRAPERERUTHSHARER ST -

./mychain_tool

T LS LEHUTER -

3 ok K ok ok K ok kK ok Kk ok ok ok Kk ok Kk ok ok K ok ok ok Kk ok K ok ok ok Kk ok ok ok ok kK ok ok Kk Kk ok kK ok Kk k Kk ok Kk

Instrunction:
help list sub command
quit normal end

B

>

4.2.3.2. account¥i

mychain_toolfJaccount¥ %< T ERREHNFETRABTFATNKFESR - XA ARENEN
T-aZHIRR 0 —REEKFERREHEFHEOE—RR > BE-iSHRR > TR -

P —RREWRF SERRIEARR > &

> XHHkRAS © 20250314
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> account -h

usage: account {-i, -a} {hash, name}

options:
-h [ --help ] produce help message
-i [ --identity ] account hash identity
-a [ --account ] account prior to identity

HPUTH<UWT -
> account -a Administrator
> account -i e7d3e769£3£593dadcb8634cc5b09fc90dd3a6lc4alba’9cb0923662fe6faebb

HR ¢7d3e769£3£593dadch8634cc5b09£c90dd3a61cdasa’och0923662fe6fac6b HAdmMInistratori#{TSha256izEE5H » AkaS R
crypto_tool TE{ERANEE °

MT LG LBEHUTER -

Execute query accout succuss

id: e7d3e769£f3£593dadcb8634cc5b09£fc90dd3a61c4a06a79cb0923662feb6facbb
status: 0
balance: 1000000000000000000

recover key:
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000

recover time: 0

encryption key:

version: 2

auth map: {

ca5la93af8d63f3e06eab753aedad678d3edcd9109ad9bde69eb01fbd2056341885e£45171258£fd1a904140f1e2fb04e47529£9¢c5ac26db7£719315e0
62f : 40

d55794383aefca32470a072e06e5a120e794bee6ca207c£9927d24d42deel45dald6c0f5b88b4dba38e6d437b33402408829f24ecb8c792ee8dee709f
970 : 40

FILAEH » AdministratorikF 2— 1 2HEIKF > TifHE3/4ANRIES] - FREMESWTART -

BESR iR

id KS/EHERBHE—IRR

status R~ FRE - MEPH=DRS
balance Tk SHIRE

recover key WEAH - BFEEAuUthMap
recover time RE—REENRE
encryption key MFZER G EEHINH

version Tk S R SRR A
auth_map KSHAHES

4.2.3.3. black list¥&

mychain_toolfiblack_list ¥ <EERARMETFEKSERE » TAHELLESRBRRINRPKSHAERS » HAITH<WT -

>black list -p ./path/black list.json

BREBENMHRH ;. /path/black_list.json
{"black_list" : ["e8d3e769f3f593dadcb8634cc5b09fc90dd3ablc4alba79cb0923662febfacba]}

T Etis BB TEIER -

Sending update blackList to mychain completes!

4.2.3.4. block®&

mychain_toolfblock ¥R < T EAREREFERRBTEFNXFYER » EIFAMARKRINEN : —REBIRRSKEN > BI-mBEK

> XA4RRZA : 20250314 33
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iR —REIRREFEREN » BI-iSERMNR - ZEEWRAXRS, > TR -

> block -h

usage: block {-i, -m} {hash, number}

options:
-h [ --help ]
-m [ —--number

-1 [ --identity

HAfRTRSH
> block -i last
> block -m 0

produce help message
query block by number
quer block by hash, if hash = "last", query last block

> block -i d3af3c6ca22aacdaf60d5cdbbe8caelldcade62995¢c4551b1d06b299615ef0c6

PIT LR SWMENMTERER -

Execute query block succuss:

hash:
number :
version:

parent hash:

transaction root:

receipt root:
state root:
gas used:
timestamp:

transactions:

HERBEAE DU AR ©
BiESR
hash
number
version
parent hash
transaction root
receipt root
state root
gas used
timestamp

transactions

d3af3c6ca22aacdaf60d5cdbbe8caelldcade62995¢c4551b1d06b299615e£0c6
0
1
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
9470abb4bd3be8el666e931a58b88ef06£53£74££8£74807996aaf0b81c8cb57
0
0
[1

BiEfER

XRKHIIE

XRS

RIS IR MRR A

F-RRRE

XRAHEIR BRI RIGH IR
IR PRI AR 2 /R IG 1R
RS RIERR
REWITHERERESR

R (E) &4

RRPHZHEE

4.2.3.5. block_header¥&s

mychain_toolfblock_header¥ &< T ERARENFMAERRBTARHNRRKLES » SRARTIRREFMIRZMURRZIREERERE » 7T
MfEMblock_header¥ @< » EXZAMARMBERANEN | —BEIRRSKEN » BE-mBERNR ; —RBIRREHEXREN > BI-
ISECRARIR - ZREWRIERK » TR ©

> block header -h

usage: block header {-i,

options:
-h [ --help ]
-m [ —--number
-t [ --timestamp ]
-i [ --identity
BT <k

{identity, timestamp, number}

produce help message

query block header by number

query block header by timestamp

query block header by hash identity, if hash = "last", query last block header

> XHHkRAS © 20250314
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> block_header -i last
> block_header -m 48
> block_header -i eb24bd8caacbb6258726c848ab4fc8b5b454692d30d0fbeeb73611391f19%e7be

T LG LEBA TSR -

Execute query block header by number succuss

hash: eb24bd8caacbb6258726c848ab4fc8b5b454692d30d0fbeeb73611391f19%e7be
number: 48

version: 844429225099522

parent hash: 94071010cl6cad493aeObfafad5cl26a3fe231dc3a58d1£89£4e6d2218d£70£9
transaction root: 0000000000000000000000000000000000000000000000000000000000000000
receipt root: 0000000000000000000000000000000000000000000000000000000000000000
state root: c88fe97db9707c00008bb15939981£1d0276b4e2b4197844f4e3ecf7£20285ea
gas used: 0

timestamp: 1565854463740

4.2.3.6. block_queue*¥&H

mychain_toolfiblock_queueFH<EERAFEifImychainT SRBREFTIFES » MITHLUT ©

> block_queue

T LR <G > MHERR ¢

Execute block cache status query succuss

unverified queue limit: 128
unverified queue usage: 0
unverified max block NO.: 0
verified queue limit: 256
verified queue usage: 0
verified max block NO.: 0
verified p-n-f limit: 256
verified p-n-f usage: 0
verified p-n-f max block NO.: 0

HARNHRESR

BHESER iR

unverified queue limit RIGEBATIRABE (ARRAEAIL)
unverified queue usage RIGIERATIEER AN

unverified max block NO. RIIEATI P RFHIRAR RS
verified queue limit BIEASIGRATE (ARRFELT)
verified queue usage AT EFER RN

verified max block NO. IIEASIFREFHBRARRS

verified parent not found(p-n-f) limit. IHERRRAFENAIIBEFERREARE (RN EN)
verified parent not found(p-n-f) usage  IRIHER KIRFIZFERIBATIEEB AN

perified parent not found(p-n-f) Max  goip(e QRAFIHEMMIIFRIENBARAS

4.2.3.7. chain_version¥H<¢

REEHTIHFXFLR > mychain_toolFfifichain_versionF&% %< °
> chain_version -h

usage: update_ chain_version [-v, -c]

options:
-h [ --help ] print help message
-v [ --version ] the version you want to update
-i [ --admin_id ] the admin identity, default=sha256 (Administrator)
--update do update chain version operation
--parse do parse version operation
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o HITRTIRAS S
>chain_version --parse -v 0.10.2.12

PIT LGS > WMEERR ¢

the block version is 1970329131942146
the vm version is 7

the tee version is 1

the consensus version is 0

the storage version is 0

the pexe version is 1

the pbds (block/tx/account) version is 2
o BUTHERREASGS
>chain version --update -v 0.10.2.12
BT Lt <fE » MEHERR

call contract transaction:
[{"hash":"c856c5003304795%afceef03cf36aecb2379b08330c478298c64827adea9945c", "type":"11", "timestamp":"1576673988691", "no
:"15012543175202714052", "period":"0", "from":"e7d3e769£3f593dadcb8634cc5b09fc90dd3ablc4alba79cb0923662fe6facbb", "to":"87¢
bb4clc551£e08d355d097£18b8de78edca5£556997085681662fce8eed", "value":"0", "gas":"10000000", "group_1d":"000000000000000000
000000000000000000", "version":"2", "data" :"55bc5c7c000000000000000000000000000000000000000000000000000000000000006000000
00000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000001
000000000000000000000000000000000000000000000000000000000013636861696e2e626c6£636b5£76657273696£6e000000000000000000000
00000000000000000000000000000000000000000000000000000000000000010313430373337393137383532303833340000000000000000000000
000000", "extensions":"", "signature":
["987391675£7fee14d39£8fb68384d75d3763c7df90a39£6d92cclceb29e8972d2c7aed97d6a97541cf8££6d715049ed05edc8a940ed7152b98"] }

)

Call contract transaction receipt: [{"result":"0","gas_used":"72910","logs":
[{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3ablc4al6a79cb0923662feb6facbb", "to":"87e89%abb4clc551fe08d355d097f18b8de78e
£556997085681662fceB8eed", "topics": ["call contract"],"log data":""},
{"from":"e7d3e769£3£593dadcb8634cc5b09fc90dd3a61lc4a06a79cb0923662fe6faebb","to":"87e89%abb4clc551fe08d355d097£18b8de78ed.
556997085681662fce8eed", "topics":

["4897a472ac8897decal30ff7c0018feed7e2df535e£8905308f45a160b5d6df07"], "log_data":"00000000000000000000000000000000000000
00000000000000000000400000000000000000000000000000000000000000000000000000000000000080000000000000000000000000000000000
000000000000000000000000013636861696e2e626c6£636b5£76657273696£6e000000000000000000000000000000000000000000000000000000
000000000000000000000000000000103134303733373931373835323038333400000000000000000000000000000000"} 1], "output":"000000000
000000000000000000000000000000000000000000000000000"}

]

® B mychain_toolfchain_versionF i <iRIEEERASEIARnode_config.json » #HiE—ERGBFERARKELConfigh
iESetConfighiik 5 » iREIZX ZReceiptBifAHA » MIRBEI > [FHEiRMELLERA - FEnode_config.jsonFHEERE
Administratorf9%548 » @ =31 > iFHARAdmInistratorfkey XEHTETE -
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"node_config" : {
"identity" : "Administrator"
"key_path" : "../../user",

"user_keys" : [

{

"key name" "Administratorl.key",
"key passwd" "123abc"
by
{
"key name" "Administrator2.key"
"key passwd" "123abc"
by
{
"key name" "Administrator3.key",
"key passwd" "123abc"
}
1,
"node" : {
"endpoints" : [
"127.0.0.1:10016"
1,
"ca_path" : "../certs/ca.crt",

"cert_path" : "..

/certs/client.crt",

"key path" : "../certs/client.key",
"passwd" : "123abc"

4.2.3.8. consensus¥&

mychain_toolfJconsensusFH < ETERFEHifImychain T SHIREXER » BUTHLIUT -

> consensus

T LS <SE  MBERR ¢

Execute query consensus succuss:

type:
phase:
N:

i3

Node Id:
Leader:

View:

Last exec seq:

Propose size:

Propose time interval:

Normal time interval:

Viewchange time interval:

SEREMESWM TR

BESR
type
phase

N

Node Id
Leader

View

Last exec seq

Propose size

PBFT

NORMAL

4

1
d912c8b%aceb4ccclafe37bced18361299d334cb223¢c8860a74969d23a6694b7
898c7f8lae52fee6c029cb203a6£13dd411299¢c012£5881e445039df3481e6d3
3889

83848

2000

7000

5000

2000

=437 3%
HIAEERBM (pbft » honeybadger)

HIAMER (starting » normal > viewchange)

W
drr
3

LRET T R ER

al

mh

AT AT R

3+
<t

D

LHEIHIRPETRID
SHEHIRNNERS
REHITHFIIS (FRTERS)

RIPBEARSHE
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Propose time interval IR RENR INFFIART B E]FE
Normal time interval F R RERINEIHIRGERAT B E R
Viewchange time interval LRI E BRI E ERE > SR 2 honeybadger®i% » TItEM ©

4.2.3.9. contract¥&
contractF &4 T EMRENFETFRIAETATHANKEES - FEARS accountFH<4ER -

4.2.3.10. dump¥F&H

dumpFaSAFdumpTEEtdbBUERE » MENEHEEEE - Hdumpi<HitypefUiill » HEFEalllfHITHERK - FEREIEHMAT

BRER > PATU T e <dump BiERE -

> dump -h

usage: dump -t type -p path

options:
-h [ --help ] produce help message
-t [ --type ] select [all or spv] dump type: all, spv
-p [ --path ] set dump path

SE-tATIEEJumplIZER! > allR BN FEFHNRBM snapshot  » SPVEIEXISPVINEEFMMEY snapshot  » ORKRAumpfi - SE-pH

FHEEdump TR 4 ERFHIRSIREE o
TSRS RBEIAT

>dump -t spv -p ./

MIT LIt <SWMEMTER ¢

Sending dump db to mychain completes! Please check dump path.

4.2.3.11. event¥aH$d
eventFHSTERTEMHTHINIESRE - TBEE : RRERSH  SUBH - P BHRTopiciTi » MTFAR -

> event -h

usage: event -s {contract, block, topic, account, vm_type} [-i, -a, -t, -v] label

options:
-h [ --help ] produce help message
-s [ --subscribe ] subscribe contract, block, topic, account event
-1 [ --identity ] contract, account identity
-a [ —--account ] contract, account name
-t [ --topic ] topic
-v [ --vm_type ] vm_type, wasm/evm

He-sZHEMITH ; -iZEREKPIATHARKF S » ERERMAKSI > WRARPREMESZRFPEXNEHHIELEAF ; -a2ERIE

TP BIRTEMRF SN  ERERAKF B > DES-iGSER—R ) tZETHNSEMER > -vEIREEDNEE » ARERAXU TR

BIENITRIRX R > AILAERM TR

>event -s block

BT LS SHMEMTEIER ¢
Subscribe-block
The : 83 th subscribe-block, subscribe-block size : 1

hash: 41b58cf29237ff6e9£579000ebed125b7c8c19e65f111c968a8e3428eaB8c2769
number: 1171029

version: 1970329131942146

parent hash: 97d5b4ad2acfibaecl38c543b05b90b0ce59875aabed3ad4fde7680c21d8bd55
transaction root: b7£dd863b6261fd6ef9adf6369f76ef7ccllc2babc296debff74968532c64£fc0
receipt root: 05326b11cd33f75eef0cd01£743eelf8fb5babaell8b5915a97e5625b2c83f1f
state root: 2e7eb75e7b88d2fb8613e76b858850c8eed4a05299695dc985bc2c4cdcbde010
gas used: 2786723944

timestamp: 1576674818528

PAIMTRLRITHRSHES

> XHHkRAS © 20250314
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>event -s contract -i
a7937b64b8caa58£03721bb6bacf5c78cb235febele70b1b84cd99541461a08e

AIMMRIES AT « SAIdHITESASHNITH - BE-alfESHBRTHESNEMS » BE-EESHMHRIITHASHSE S -
MIT LR LEMENTE ISR ¢
Subscribe-contract: a7937b64b8caa58f03721bb6bacf5c78cb235febele70blb84cd99541461a08e

The : 1 th subscribe-contract, subscribe-contract size : 1

id: a7937b64b8caa58£03721bb6bacf5c78cb235febele70b1lb84cd99541461a08e
status: 0
balance: 0

recover key:
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000

recover time: 0

encryption key:

version: 2

storage root: e82fb0983fb22f7f4eff53a170d247549165640d0672288efalf3bf469ba685¢c
code hash: d60e894a07dbdf8cc9f8b2ecb8c64525c0845ce80a8ff0d77¢c1dd75558448b62
code:

01608060405260043610610078576000357c0100000000000000000000000000000000000000000000000000000000900463f£f£f£ffF£f1680630479717
1007d5780634278302001600020600082825401925050819055506103e£565b6001600080828254019250508190555060018060003381526020019081!
2001600020819055505b5600a165627a7a723058206622345dde63acldl6aef65918d5e1d062108bf90fll6faelecdadlbf88calbc0029

auth_map: {

0df77ed252£69c40dd30de80d303c2456£490454178£42c6672992deca62887a91226£3e094c46f4621ce33cd%9alf7db5%9ada%b411c3876011ffee539
e8l : 40

889cebebd670786644ebl4el834baa517b6d3£72d60d5d8809b004b93df17dec0£57£dfa3bb01c0£540376b92c666202b63e2576a133e5073e238d897
264 : 40

a7336828867cab5Sbd9%abl4c63cc671a9179a8863c8cdebbl4bcad87b1026907c83dc5790b40784fadca5401b5e39ae2519571¢524d4b3c7561£7£87e5
0fb : 40

b4ac832f4ae5b53f0c29cf90b6e8a83a9b0c252£98f14e376484e7d774e987a540a09ac22d3bd936a5¢c138b6878573c247e3c9172190a75379231£63e
1c9 : 40

PATAT e < RITRIMK A S -

>event -s account [-a contract_name] [-i contract_id]

T LS <SRBNTEIER
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Subscribe-account: c¢60a9d48105950a0cca07a4c6320b98c303ad42d694a634529%e8elalal6fedbs

The : 1 th subscribe-account, subscribe-account size : 1

id: c60a9d48105950a0ccal7a4c6320098c303ad42d694a634529%e8elalal6fcdbs
status: 0
balance: 999999999997000000

recover key:
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000

id: recover time: 0

encryption key:
c60a9d48105950a0ccal7a4c6320b98c303ad42d694a634529%e8elalal6fedbs

status: 0

balance: 999999999997000000

recover key:
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

000
recover time: 0
version: encryption key:
version: 2
2
auth_map: {

74c9553fbea2752c35fca5bl8da5eb9cf64%a2e876c5e793815bcfb86bec585e00a66ef5f0ba79%adecd7dfcd49e986f78c2e449eeb4f2b30eal34a3647:
195 : auth map: 100

74c9553fbea2752c35fcabbl8da5eb9cf649a2e876c5e793815bcfb86bec585e00a66ef5f0ba79%adecd47dfcdd49e986£78c2e449ee64f2b30ea34a3647.
195 : 100

PATU T e < RITHEE M Topic :

>event -s topic -t deploy contract -v evm

-tSEBUEE T EiTHItopicFIR -
HIT LS SMBMTENLR ¢
event -s topic -t deploy contract -v evm

Subscribe-topics: deploy contract

The : 1 th subscribe-topics, subscribe-topics size : 1

topic: deploy_contract
data:

4.2.3.12. log¥®

logFRLEEATHENERTEETH R BEERI - LEUEHEL LR » SR ATRR » TR -

> log -h

usage: l-query: log 2-set: log -1 <0-5>
options:
-h [ --help ] produce help message
-1 [ --level ] select [0-5] log level: trace-0, debug-1, info-2, warning-3, error-4, fatal-5

MITMATaR<# T BENER :
log

niTmLZE > BHNREAT ¢
Execute query log level succuss:

log level: info

BT T e <17 A EAIRE ¢

log -1 <{0]1]2131415}>

REBNZERETUTESR

Execute set log level succuss!
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4.2.3.13. metrics¥H%
metricsF &S T BERFEE—MHEBAR SNSRI - BPTMERN TS RENEERS -

> metrics -h

usage: metrics -t type -i node_identity [-b begin_timestamp -e end_timestamp]

options:
-h [ --help ] produce help message
-t [ --type 1] transaction or query or tps_latency.
-i [ --id ] node identity.
-b [ --begin ] (optional) metrics begin timestamp.
-e [ —-—end ] (optional) metrics end timestamp.

o SE-tARIEELITEMMNEE » 84F: transaction ~ query ~ tps_latency
o SY-IARBERITERNT Silidentity
o B¥-b - SH-eMEBN LI - -bISEFIARTE - -e FARISELRATE - FEWERIT 2v-sm-sd-2H:%M: 25

LEaNEiftpsFFER » MMATaR <SRBT
>metrics -t tps_latency -i ed59c7792c33£f3ddbf7aa53243e4b5f5d168644c6d5£7253fb4c9c27a81286da

T LS SHHNTER ¢

Execute query tps and latency metrics succuss

granularity: 1800000

save duration: 43200000

start time: 1576672200000
type: METRIC_TPS
counter: 347

type: METRIC TX LATENCY
counter: 500

4.2.3.14. nodeF¥®H

node 7 S ATENRASAP NI RERHNSIBMRERT RS S - EPaSERRERT REREFREEnode_config. jsonX i &

AdministratorfF - EEMEEMT :

> node -h

usage: node [-t type [-i node_id]]

node [-u <add|update> -p <publickey> -e <endpoints> -nt <nodetype> -s <nodestate> [-o0 <domain name>]]

node [-i <nodeid>]

options:
-h [ --help ] produce help message
-t [ --type 1] node info type: contract, p2p, host, node_ timestamp
-i [ --id ] node id
-u [ --change_node ] change node operations: add, update, please use an admin user
-p [ --publickey ] node public key
-nt [ --node_ type ] node type: consensus, nonconsensus
-s [ --node state ] node state: unactived, normal
-e [ --endpoints ] endpoints: ip:port|ip:port|..., use | split
-0 [ --domain_name ] domain name: NULL or real domain name
-d [ --delete_node ] delete node by node id, please use an admin user

IhgE— : TRIEEEN

mychain_toolfnode FH<XIFMMEREN | —FFEilmychainTRARESUWPRER » BiT-t contract RK4ril ; ZRBWTRp2piET

IR > Bt p2p EATIR - ATHSUT -
> node -t contract

PAT LG SHBU TSR ¢

> XHHkRAS © 20250314
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Execute query contract node succuss:

node id: fdadce54c4c0780525e1834c264a9495ebcc62e3b860cd51843447b18edc09a7
endPoints: [ 10.1.6.146 : 18230 ]

public key:
09927d4e7c3eff07dc0705d8dd8c5e05db6d8007c32bbf02a6e24bdcf1df19a79d900d2d7£48d2491991d0d23b1f85dbcd4e97851214dfa23ac4£58¢
6ffea

node role: node role consensus

node state: node state normal

node id: d912c8b9aceb4ccclafe37bce418361299d334cb223¢c8860a74969d23a6694b7

endPoints: [ 10.1.6.147 : 18230

public key:
d58794dd2£f2c060392de0c13f17107alda71ae87bc63745d979c541b47c07911¢c27e9230af1d69783aac64891a668dbeec2dc5d50697fbb850efd3
4e0eb

node role: node role consensus

node state: node state normal

node id: 898c7f8lae52fee6c029cb203a6£13dd411299c012£5881e445039df3481e6d3

endPoints: [ 10.1.6.148 : 18230

public key:
3e34bab059e54¢c22d1£d708398d3469fd757315£43ad4e00c12634725dad0225¢c68a9£3502553a46ebb75cca67bb906£47da68a80600412b779£201
c4d68

node role: node role consensus

node state: node state normal

node id: 79dc0026a226a2bb675278d852a43£043c4e5681fef803be652053032c76fe58

endPoints: [ 10.1.6.149 : 18230

public key:
73942c170b709a5afc432261daa87f078c664b813b3238a0c09d%94a47a7a815306396f18b6e8808a4724a9da2ed9963b8babadbe846ec7c029£c993]
48954

node role: node role consensus

node state: node state normal

HRMMESAN TR

BEER EiEER

node id TRASSNEREPT RIRRID

endPoints T RENTp2pRIPHEAIIH O SRS

public key TRIAHRER

node role TEER (consensusfCERIEIRT A » non consensusftRIEHIATI R » unknownf{ZE AR 40)

node status

t

SRS (normalfRRIEE » unactived{RFKRHGE » deletedRREMIBR » unknownfX{ZRARH)

ERTRHP2PETRS » FITUTHS :
> node -t p2p

PT LG SHHMNTER ¢

Execute node query succuss:
node count:
consensus node:
non consensus node:

connected consensus node:

o W o ww

connected non consensus node:

node status: [
connected: true; node id:
898c7f8lae52fee6c029cb203a6£13dd411299c012£5881e445039df3481e6d3; (10.1.6.148, 18230, 2)
connected: true; node id:
d912c8b9aceb4ccclafe37bced18361299d334cb223¢c8860a74969d23a6694b7; (10.1.6.147, 18230, 2)
connected: true; node id:
fdadce54c4c0780525e1834c264a9495ebcc62e3b860cd51843447b18edc09%a7; (10.1.6.146, 18230, 2)
]

’

’

FREEHIT -

BEER =437 3%
node count LETREN (FEEERS)
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consensus node AOHPEENHATRNEE (FEEES)
non consensus node RAAPEFANFHRTRNEE (FEEXS)
connected consensus node AT RERNHRTREE (FEEEXS)
connected non consensus node HETREENERRTRRE (FaEFs)
node status LRI REEN T RS ER

o INRET : BNFSIBMNSER TR
PATRLWT

node [-u <add|update> -p <publickey> -e <endpoints> -n <nodetype> -s <nodestate> [-0 <domain name>]]

DI T RFR

88 H#iR
-u IETERRIFEE > AETaddfupdate
-p BB T RH AN
-e TREANiIpHport&E & » E1EX « ip:port|ip:port|... » SVipBEER|RHF
-n TEER » A% R consensusHlnonconsensus
-S TR » A& unactivedflnormal
-0 TRES  ETURRRT » RIEEIZENFHRE UATARR A
o INEE= : MR R
PITR<LUT -
>node -d 427584248eebf37ced6c42bd344645c7478650759£3e0a890£b31c2dd869e915
St
-d : IEEEMFRAYTI I -
ALMmHATUT

delete node succuss

tx hash: £f090623c318aefld48d444cb34534faec0a418e5672407d61860c2dfdf387c37a

recepit result: {"result":"0","gas_used":"87692","logs":
[{"from":"e7d3e769£3£593dadcb8634cc5b09fc90dd3a6lc4al6a79chb0923662fe6faebb", "to":"e93372533£323b2f12783aa3a586135¢cf4214
9c2cdcde47411b78£9839%ec", "topics": ["call contract"],"log_data":""},
{"from":"e7d3e769f3f593dadcb8634cc5b09£fc90dd3ablc4aloa79cb0923662fe6faebb","to":"e93372533£323b2f12783aa3a586135¢cf42148
c2cdcded47411b78£9839%ec", "topics":
["3f9cd4381b3cc4b69a3c0503f011996a6e19b7974dc79c26a9b1df8e649£70£fd","427584248eebf37ced46c42bd344645¢c7478650759f3e0a890f]
2dd869e915"], "log data":"0000000000000000000000000000000000000000000000000000000000000040000000000000000000000000000000
0000000000000000000000000000030000000000000000000000000000000000000000000000000000000000000040c3649d5ec39a52027d410b7c2
aafe669a31£9e4d25£80907beb27ec37b60c216e594928caa2aee9078de23688fbbl7c7a8dce3£9336e5£0ab764e2041812"}], "output”:"000000
000000000000000000000000000000000000000000000000000000™ }

4.2.3.15. sender¥&%

sendermychain RN F R ETE » BRiRETIRANsendertEfEmychain_tool » AFREMEFIREMychain KR M ENE—
TREERBIEK #iiﬂ)lﬁe;’fﬁmycha|nEt?iLIW§'n,mLIEIE']§§%mUZE% » RITENERFPIRATRIGE - senderi_i_iiﬂmaﬁif#ﬂéiﬂl
17‘:'|ﬂ1E’]Et?iLIﬂ%ﬂiﬂﬁi%*ﬂﬂiﬂtﬂ’]ﬁ%ﬁiﬂﬁﬁﬁ » EITEEIEIE B Rk BsenderfIR R ZRBBXR B SH » BT XES IS
ERNRBH A THRBEBEITME LR AR RBETIR -

senderIEE’ﬂ{EFﬁ*EiWﬁ$ » FEAEMT =S -

1. &M senderfkifEIECE X node_config.json » IR F R ZENFIEESMKFPRBAESR -

2. f&senderfk§HiHIECE X ftransaction.json » IEEFERERFHERMBEXNREEM -

3. MfTsenderGi| RERZHIERBHURITER -

RGP B4R (BN S HRERAPIER) B2 7 mychainkIF1E » ME BT T &< %k3kBlsender T BA9{ER IR -

cd /datal/mychain_deploy/bin

./mychain_tool sender -h

BINT Lt S SERPAIREH M THRESER -
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usage: sender [-c config]

options:
-h [ --help ]

[-t transaction]

produce help message

-t [ --transaction ] give transaction config file path.

-c [ --config

-—rawtx

give node config file path.

send raw transaction

Hip tSHATHEEFRBAXBRENETANZSBMEEXH » -cSHBTIREMIDTRNMEERURRZPAFNATARERS °
MRFIEE LN SEEVE » MsenderSEABKIANNE B X8 ZE R 5 bin B R ALK confB R Thdtransaction.jsonX
FMnode_config.jsonXf, M FARS BEE X{ttransaction.jsonfISEHH| o

"transactions" {
"CreateAccount" {

"enable" : true,
"local" false,
"from" : "Tester001l",
"to" : "Tester002",
"gas" 10000000,
"value" 0,
"nonce" 0,
"timestamp" 0,
"period" :0,

"public_keys"

{

"public_key"

"0x52ea38936829a7d1717ba7d8202df03a95abc76f40ad0672e643dcfd54ealdbae05fca0377ba2054fec8535fd1bdcc6d5516e011££f4d40076c8d28

7£56b5",

1

"weight" : 100

"recover_ key"

"0x52ea38936829a7d1717ba7d8202df03a95abc76f40ad0672e643dcfd54ealdbae05fca0377ba2054fec8535fd1bdcc6d5516e011££4d40076c8d28

7£56b5",

"block_num" 0

I

"TransferBalance" {
"enable" true,
"local" false,
"from" "Tester001",
"to" : "Tester002",
"gas" 1000000,
"nonce" ©,
"timestamp" 0,
"period" :0,
"value" 1000000,
"block_num" 0

by

"SetRecoverkey" {
"enable" false,
"local" false,
"from" "Tester002",
"gas" 1000000,
"nonce" ©,
"timestamp" ©,
"period" :0,

"recover_ key"

"0x825dbfd4d3690c7e691dlbedbed344e67d7efel6e9151d37349%a46ceabfb24e9e66b43d359¢c3ce2¢c9d0c952017d3ee71c0553a4dc2268920bd24e5

29fe24",

"block_num" 0

I

"PresetPubkey" {
"enable" : false,
"local" false,
"from" "Tester002",
"to" : "Tester002",
"gas" 1000000,
"nonce" 0,
"timestamp" 0,
"period" :0,
"block_num" 0

> XHHkRAS © 20250314

44



é Te el

ANT GROUP lzi;l\iﬁﬂﬁ%zlzé

BIEE-EETAENE

"ResetPubkey" : {
"enable" : false,
"local" false,
"from" : "Tester002",

neom .ow
"gas"

"nonce"

Tester002",
1000000,
0,

"timestamp" : O,

"period"

"public_.

{

20,
keys" : [

"public_key"

"0x825dbfd4d3690c7e691dl6edb6ed344e67d7efel6e9151d37349%a46ceabfb24e9e66b43d359c3ce2c9d0c952017d3ee71c0553a4dc2268920bd24e5

29fe24™,

29fe24™,

1,

"weight" : 100

"block _num" : 0

by

"UpdateAuthmap" : {

"enable"
"local"
"from" :
"gas"

"nonce"

: false,

false,
"Tester002",
1000000,

0,

"timestamp" : O,

"period"

20,

"public_keys" : [

{

"public_key"
"0x825dbfd4d3690c7e691dl6e46e4344e67d7efel6e9151d37349%9a46ceabfb24e9e66b43d359c3ce2c9d0c952017d3ee71c0553a4dc2268920bd24e5

"weight"

1,
"block_num" : 0
I
"DeployContract™ : {
"enable" : false,
"local" : false,

100

"from" : "Tester(001"

"to" : "first",
"gas" : 1000000,
"nonce" : 0,
"timestamp" : O,
"period" :0,

"value" : O,

"code" : "../conf/compiled_test_contracts/first

"contract_type"
"method" : "",
"parameters" : [
1,
"block num" : 0
by
"CallContract" : {
"enable" : false,

"local" : false,

"evm",

"from" : "Tester0O01l"

"to" : "first",
"gas" : 1000000,
"nonce" : 0,
"timestamp" : O,

"period" :0,
"value" : 0,

"contract_type"

"method" : "set(uint256)",

"parameters" : [
100
1,
"block num" : 0
by
"UpdateContract" : {
"enable" : false,

"evm",

.evm",

> X#4hRAs : 20250314
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"local" : false,

"from" : "first",

"gas" : 100000,
"nonce" : 0,
"timestamp" : 0,

"period" :0,

"code" : "../conf/compiled test contracts/first new.evm",
"contract type" : "evm",
"block num" : 0

I

"freezeAccount" : {

"enable" : false,
"local" : false,

"from" : "Tester0O0l"

"to" : "Tester002",
"gas" : 1000000,
"nonce" : 0,
"timestamp" : 0,

"period" :0,
"block num" : 0
by
"UnfreezeAccount" : {

"enable" : false,

"local" : false,
"from" : "Tester0O01l",
"to" : "Tester002",
"gas" : 1000000,
"nonce" : 0,
"timestamp" : 0,

"period" :0,
"block num" : 0

by

"EncryptionEnvelope" : {
"enable" : false,
"local" : false,

"from" : "O",

"to" : "O",

"group id" : "32f0874e9dbddf4a8b89232890912£23630617£f6"
"gas" : 100000000,

"nonce" : 0,

"timestamp" : 0,

"period" :0,
"data" : [
{
"type" : "DeployContract"
"from" : "Tester001",

"to" : "private_contract”

"group_ id" : "32f0874e9dbddf4a8b89232890912£23630617£f6"

"gas" : 100000,
"contract type" : "evm",
"code path" : "../hello.bin",
"method" : " (uint256)",
"parameters" : [

"100"
1,
"key files" : [

{

"path" : "../Tester001l.key"
"user_passwd" : "123456"

"type" : "CallContract",
"from" : "Tester001l",

"to" "private_contract"

"group_ id" : "32f0874e9dbddf4a8b89232890912£23630617£f6"

"gas" : 10000000,
"contract type" : "evm",
"method" : "set (uint256)",
"parameters" : [

"1000"
1,

> X#4hRAs : 20250314

46



O 2258, RIARIRS TA EISRE- SR TENE

"key riles"™ : |

{
"path" : "../Tester001l.key"
"user_passwd" : "123456"
}
]
by
{
"type" : "UpdateContract"
"from" : "private_contract"
"to" "private_contract"
"group_id" : "32f0874e9dbddf4a8b89232890912£23630617f6"
"gas" : 100000000,
"contract type" : "evm",
"code_path" : "../hello.bin",
"key files" : [
{
"path" : "../Tester001l.key",
"user_ passwd" : "123456"
}
]
}

1,
"block num" : 0
by
"DepositData" : {
"enable" : false,
"local" : false,

"from" : "Tester0O01l",

"to" : "Tester002",
"gas" : 1000000,
"nonce" : 0,
"timestamp" : O,

"period" :0,
"value" : 0,

"data" : "user-defined-deposit-data”

"block_num" : 0

by

"RelatedDepositData" : {
"enable" : false,
"local" : false,
"from" : "Tester0O0l1l",
"to" : "Tester0O1l",
"gas" : 1000000,
"nonce" : O,
"timestamp" : 0,

"period" :0,

"value" : 0,
"deposit_flag" : 0,
"data" : "user-defined-deposit-data",
"block num" : 0
I
"IssueAssets" : {

"enable" : false,
"local" : false,

"from" : "Administrator",

"to" : "Tester0O01",
"gas" : 1000000,
"nonce" : 0,
"timestamp" : 0,

"period" : O,
"value" : 1000000,
"block num" : 0

b

"RedeemAssets" : {

"enable" : false,

"local" : false,

"from" : "Administrator",
"to" : "Tester001",

"gas" : 1000000,

"nonce" : 0,

"timestamp" : 0,

"period" : O,
"value" :+ 1000000.
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FitFeBEXHiRmychain F&IRHNSEREX M » EZEREXHPRE T senderBEZMARZNRBBEAS - ZXHNERLIRBES
KENARIR B LR SR FURE - sendenZENZXHPHMERZEE » RBEEERARIZREXBRBNT R - ITRER TIZEEX 4
FEZZ 5 B IR -

SYER BYNE EEiRHA

enable BEREZRS EEmtruellsendera k%125 » BB MfalsellsenderR %% 5

EEEMtrueM REAMZ S > B EMfalseMRSIERUMR S - AR5 RAEERER S
FIT R HATHEESER » REEIRIREMERIHEIR » BASEARRE » XSHATA

local REEAFHRBRIE FAERBES (L RER RN LR RSB RSO E
RPHREH IR R A I TR » BERIERKASRE ok —
from TBHRESIFITR I > RANE AT TR B RITRER - 3 A SRES
node_config.user_keysfZAR——W R K F °
o S Z BRI IRRE LS from2f » T Kol P ITRFTIUE ALK TR
NV iEm'KF
SRR ST VRN gas A » FIRBHIRSITNERE - MBIEER0TE
gas RBFRAVHERIgas T SR IEBIT R A OB AgasiBE] » NS RASKBHEBRARNBAasE - B4
MRARgasBERAEUHPEE » BB Mgenesis.jsonXEHEY chain.gaslimit
nonce B HRHE BRIASORT » HisenderfBit A FBEAE » FHOR » ERIZIEENZBMnonceld
timestamp SPREE - ERIANORY > Bisender B34 A AATRT RS » FHORT » ERIEMENZS M
period RBFE LB REER BRIASORT » EIsenderBBHAER; » RHORT » (ERXIE{EHZ 5 Mperiod
ERSNITIIIES » MBValUeEATE » WA MERRIFIRvaluek MR E » 355
Vel SENBEMERKFRKAERAKE  SMBMBHERSIEE L > valuelB RS £ 25 TKPR SEIRE - B TRP7ERIR

HlkF 2 8 valuefEBIKF REAFEBE RAARTFNEAE - RANEAvalueBERZESLNPE

& > EgE Wgenesis.json3f&FaccountshJAdministrator.balance

public_keys BIEEMIKE AR ZEINRALTISSERBNS > EZA IS TP BB AP

Ublic ke - ZREMP AN R R R K ABEEIK QIR A
public_key S ERHMAS » BUED crypto_tool LRSS AT E BRI RA0(E
weight O — B Epublic_keyFisRIMINEEE » ENER— 1 FAT 100MERE - BEREMK

recover_key

block_number

code

parameters

method

data

EEKFARFIRFI RARE 2R

RSHTHRRS

e E]

HRSHNSESIR

EERBRRRGUNSE

AFBEXKdatazFER

P HREEARFIRMIEZFAFRNTF100
AMBTZARERR DTN ER N BIIRNER

ZREEENATAMRSNERTRET  AREESMRZPTHAERBNEAS »
ERTEE T BEENENKRED ERE TEE RS

TEMATEANCIBMSANFAR » ARIEEXREME EREESAKP R > %
RIBIERPINET REEESNGELEMychain PSR HMIVEES N TAMITRIFR
1§ - WS BEBESHUNARSAPER » SUBARFHIAXNERASHPEE > BB
Tlgenesis.jsonX{#H#Itx.payload.limit

BERAASANSESIR  ERHANINR S PSR RARAEESINERBIS KT
= FERESSIRNFHEIER  IRSHR—THRAXE  WEFHESHPERE
SO > ELMTHER
"100","abc","true","1,2,3","true,false,true","0x1234567890" - THFHIS KR
AJIMSE <<SDKRAFF>> XA

IZHRIEEHANFHNEHEREE » BEGNRNFRE » B2 RMNERHEIRAEE
SEEBFIR » EPAMTRIFR © "set(uint256,string,bool,bytes)" » EBRRIFE
M

FRNR S EEARENdataFRIBNNENR > MEERENILER 5B EdataNFE
EXBHTEARS » REFIIRSNEHAFEBTEXdata

FEERPEIN T mychainFERZBHAREY » ERAFIFFRLENR S » SHRSMEBNRENRZREHTTE—R > FIMERREZEE
HWR5H > AIMRMES ZREXGHAEENRZEMREE - SMRBLEMARNE TR °

RAEWR RHEEX RHEBIR RHEEX

RBEM zHaEX RHEHI zHEX
CreateAccount BT EKF UpdateAuthmap B PR A BTIR
TransferBalance EER K DeployContract BEEEAYN
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SetRecoverkey BERENH CallContract FREESYN
PresetPubkey FREEWF IR HIIER UpdateContract EIEEEAY
ResetPubkey BEBEWFIBRAATIER DepositData FiERS
RelatedDepositData XBFIERS DepositEnvelope BIRRBIAERS
IssueAssets BERITRS RedeemAssets BEERRS

EERisenderFHREIECE X HRIRES > BIFTHATAN THIES RER S EmMychainXREMBHT R » JATIESHAIVNT -
cd /datal/mychain deploy/bin

./mychain_tool sender -t ../conf/transaction.json -c ../conf/node_config.json

AT LSS S » senderiZFRiERInode_config.jsonXHHFMNRERER » BISmychainRREMBIEE T SNEE - FMEEESRMEL
FAFP#9%A%A » iEBXtransaction.jsonXHenableEMEHtruefIRBEE » ME— WX ZEIBEMERLPHITERRREBETR - F
NRARSHANESRABMET A LZRBNNITER - BIRHITERAERFPNZIREL - senderfs S REMINIEImychainREAHEMLE
TRNRBHTERE - BITRTERERFNLIREL - MEEGWT -
Transfer balance transaction receipt:
[
{
"result":"0",
"gas_used":"20000",

"logs": [

{
"from":"c60a9d48105950a0ccal7a4c6320b98c303ad42d694a634529%e8elalal6fcdbs5",
"to":"cb84ac09120827b41e01de5494cd25bb06£d7b709879a34£72b8e44b0e6b276£"
"topics": [

"transfer balance"
1,
"log data":""
}
1,
"Output" g

EE RERRERZFEBNERTES DRBEEELETRE - IRBERET S TREVERAFPRFESHESTIRBITER -

;Hﬁ;%ﬁﬂim% » TEEASREHPTERNEERES > ANESRSERTERMTENTERESHNATEMER » HYSTREHMNEX
NF&RAAR °

BESR BiERER

result RBHER » BERREMychainFARERITENER - HIFEERJESHEANATER - REHORKFERTRSC
I > FFORTFENITRBEM » EFNEIRBENSE <<HiRBSEFMH>> TR

gas_used WATRBATERNgaslE » ZgasEM—ERELRRTRBPITHERE

logs EFﬁ?}lﬁQ%ﬂE'PPﬁFEE’\]EI_%*D$1’-H§E\  —RETRSFARES—THTES  UREHITHELNRARNRIEES
BEEYHEENBSNEHES

logs.from ZETEMHMSREIRIET » —MRARBIREBIKFITR » AR K I RRE A EE

logs.to ZESEHIMS RAERT - —RRAR SRS KRR - ZARREKF FHE MRS H HEE

logs.log_data ZHEEMHNNAT > #NFERFENERE > —RAIZE > NIRBEESUM=ENBTEN > NEHEESHIETE

ZETSEMHMS RIER » —RREAEBRENEGNAIZFAMDE » AIMETZEBRPURH TS ETTIE

logs.topics N I TS

4.2.3.16. syncF

mychain_toolfJsyncF @< T ERTEEYAIMychainTTRMEISREER - PUTHUWT -

> sync

MT LS LBEHUTER -
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Execute synchronize status query succuss:

Syncing: Unsynchronized
My best: 84238
Target: 84238

LRI TR ©

EBEER EiER

Syncing BH IR (Unsynchronized » Synchronizing)
My best HEAHRERRS

Target RTRYARERSHNBERRIRS

4.2.3.17. system_contract¥®%¢

system_contract ¥ S EERATEHNRZASANEENENALZRE - HPERAARBIRERZEEnode_config.jsonX&HEE
AdministratorfF - FEEIE2T :

> system_contract -h

usage: system contract --query

system contract [-k <key> -v <value>]

options:
-h [ --help ] produce help message
-g [ --query ] query all configurations
-k [ —--key ] modify the configuration item key, please use an admin user
-v [ --value ] modify the configuration item value

o IEE— : ENARRKERS
BATRLUT :

system_contract -gq

BREHATAT ¢
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Execute query

sysytem contract config succuss

account.recover_duration

admin.account

chain.allow_self create

chain.block_version

chain.check create_ account admin

chain.concurrent_execution

chain.consensus_period

chain.gaslimit

chain.gasprice

chain.max

propose_bytes

chain.min_query block

chain.null tx block_period

chain.recycleid

consensus.
consensus
consensus
consensus.
consensus
consensus
consensus
consensus
consensus
consensus

consensus

algorithm

.batch_size

.honeybadger.threads

is_batch_transaction_hashes

.normal_timeout_interval

.pbft.be primary in_turn
.pbft.viewchange_timeout_interval
.pbft.viewchange_ timeout_max_interval
.proposal_time limit

.propose_timeout interval

.water level

contract.native.enable

nonce.after

nonce.before

p2p.codec

p2p.protocol

storage.type

tee.rsa_key version

tee.sym key version

tx.payload.limit

vm.cache limit

vm.call depth limit

vm.memory limit

vm.stack_limit

vm.value_stack limits

o INEEZ : MEEASEERER

PATRLUT ¢

system contract -k consensus.batch_size -v 512

S

o -k : IEEEMBANEENZN  SEENRSERTIEER

o -v : $ERE-KII NIHIAC B IAYERE

WLEEATUT

100

0xe7d3e769£3£593dadcb8634cc5b09fc90dd3ablc4al6a79cb0923662fe6faebb

true
844429225099522
false

false

500

10000000000

0

4000000

0

3000

0x4a501e12f78568e19b208e4f4c798d346d5b4£30aa4bc0080b4d074aab63el9d

pbft
256

4

false
3000
false
3000
30000
300000
5000

5

true
1800000
3600000
rlp

ssl
rocksdb
0

1
1000000
20

1024
16777216
65536
32768
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Execute query system contract config succuss

account.recover_duration 100

admin.account 0xe7d3e769£3£593dadcb8634cc5b09£fc90dd3ablc4al6a79cb0923662febfaebb
chain.allow_self create true

chain.block_version 844429225099522

chain.check create_ account admin false

chain.concurrent_execution false

chain.consensus_period 500

chain.gaslimit 10000000000

chain.gasprice 0

chain.max_propose_bytes 4000000

chain.min_query block 0

chain.null tx block_period 3000

chain.recycleid 0x4a501e12£78568e190208e4£4c798d346d5b4£30aadbc0080b4d074aab63e19d
consensus.algorithm pbft

consensus.batch_size 256

consensus.honeybadger. threads 4

consensus.is_batch_transaction_hashes false

consensus.normal timeout_ interval 3000

consensus.pbft.be primary in_turn false

consensus.pbft.viewchange_timeout_interval 3000

consensus.pbft.viewchange_ timeout_max_interval 30000

consensus.proposal_time limit 300000
consensus.propose_timeout interval 5000
consensus.water_ level 5
contract.native.enable true
nonce.after 1800000
nonce.before 3600000
p2p.codec rlp
p2p.protocol ssl
storage.type rocksdb
tee.rsa_key version 0
tee.sym key version 1
tx.payload.limit 1000000
vm.cache limit 20
vm.call depth limit 1024
vm.memory limit 16777216
vm.stack_limit 65536
vm.value_stack limits 32768

modify system configuration succuss

tx hash: d24dd3de09d56c3b93fd6eb7514£28299181ebc7c5£500cf98be3c5db20£3339

recepit result: {"result":"0","gas used":"75566","logs":
[{"from":"e7d3e769£3£593dadcb8634cc5b09fc90dd3ab6lc4al6a79ch0923662fe6faectb", "to":"87e89%abb4clc551fe08d355d097£18b8de78e
£556997085681662fce8eed", "topics": ["call contract"],"log data":""},
{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3ablc4al6a79cb0923662feb6factb™, "to":"87e89%abb4clc551fe08d355d097£18b8de78ed
556997085681662fce8eed", "topics":
["4897a472ac8897decal30ff7c0018feed7e2df535e£8905308£45a160b5d6df07"], "log data":"00000000000000000000000000000000000000
00000000000000000000400000000000000000000000000000000000000000000000000000000000000080000000000000000000000000000000000
000000000000000000000000014636£6e73656e7375732e62617463685£73697a650000000000000000000000000000000000000000000000000000
000000000000000000000000000000033531320000000000000000000000000000000000000000000000000000000000"} ], "output":"000000000
000000000000000000000000000000000000000000000000000™ }

4.2.3.18. transaction¥m$

mychain_toolfjtransaction ¥ < EERATENREFERARETNRZURRSIIRER » EXSAMEANER | —F@ZhashBEER
HEE > BE-tRiTR ; —REIhashBEEHRZRIERES > BE-rkiniR ; ZREIRZRFENRZHATTRIEEE » MTHAT -

> transaction -h

usage: transaction {-t, -1, -r} hash

options:
-h [ --help ] produce help message
-t [ --txHash ] query transaction by hash
-1 [ --txHashList ] query transaction by hash list Limit 52 Hash separated by comma
-r [ --txReceiptHash ] query transaction receipt by hash
-a [ --all ] query transaction and receipt by hash

THSHNUNE  EORBESNTOATHS -

transaction -t 7f3e2dd7355533183de4ad7cblb838fb0611f6692a86cba80aced08709929d07

>
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Execute query transaction by hash succuss:

block number:
tx index:
hash:
type:
timestamp:
nonce:
period:
from:

to:

value:
gas:

data:

signatures:

63005
0

7£3e2dd7355533183de4ad7cb1lb838fb0611£6692a86cba80aced08709929d07
TRANSFER_BALANCE

1539915250168

493864955596744559

1539915250168

c60a9d48105950a0ccal7a4c6320b98c303ad42d694a634529e8elalalbfcdbs
cb84ac09120827b41e01de5494cd25bb06£d7b709879a34£72b8e44b0e6b276f

100
1000000

[

1be750c310be88ab958de56646eb939cbb26dacbcIc8c5ecb346b3dfed513cdba7418ba5c452fee8c32c03ddbf2d75145¢c£740£98ead6362b4caaedc8d

90d00

HERE S HN TR -
EHSR
BB
block_number
tx index
hash
type
timestamp
nonce
period
from
to
value
gas
data

signature

EWRGZBIEER  TATHS -

BiEHER
REFERREE
RHERRPHERS|

RHHIGH

RBHEE

RS HInonceld
RS TREEATE
RBRER
RBEWT
RSHvalueld
X5 RikHIgas
RBMARIE

RHER

transaction -r 7£3e2dd7355533183de4ad7cblb838fb0611£6692a86cba80aced08709929d07

T LGB TSR -

Execute query transaction receipt by hash succuss:

block number:
index:
result:

gas used:
output:

log entries:

SRS RN TR -
BB
BIEBIR

block number

63005

0
SUCCESS
20000

1. from:
to:

topics:

log data:

BiERER
R

RHFERRS

c60a9d48105950a0cca07a4c6320b98c303ad42d694a634529e8elalalbfcdbs
cb84ac09120827b41e01de5494cd25bb06fd7b709879a34f72b8ed44b0e6b276f

[ 7472616e736665725£62616c616e6365 ]
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index

result

gas_used

output
log_entry.from
log_entry.to
log_entry.log_data

log_entry.topic

EWRSAIRESR -

RHERRPHES|
RBER
RHHITIHEMgas

P L
RHETHIERRBRET
R 5 EERICERRZERRS
RHEEHICRRZEIE

ZHEBHICRER

transaction -a 7£3e2dd7355533183de4ad7cblb838fb0611£f6692a86cba80aced08709929d07

T Lt < ERMEERN TR

Execute query transaction and receipt by hash succuss

Transaction index

block number:
tx index:
hash:

7£3e2dd7355533183de4ad7cblb838£fb0611£6692a86cba80aced08709929d07

type:
timestamp:
nonce:

period:

TRANSFER_BALANCE
1539915250168
493864955596744559
1539915250168

from:
to:
value:
gas:
data:

signatures:

c60a9d48105950a0ccal7a4c6320b98c303ad42d694a634529e8elalalbfcdbs
cb84ac09120827b41e01de5494cd25bb06£d7b709879a34£72b8e44b0eb6b276f

100
1000000

[

1be750c310be88ab958de56646eb939cbb626dacbcIc8c5ecb346b3dfed513cdba7418ba5c452fee8c32c03ddbf2d75145¢c£740£98ead6362b4caaedc8d

90d00

result:
gas used:
output:

log entries:

SUCCESS
20000

1. from:
to:
topics:

log data:

c60a9d48105950a0ccal7a4c6320098c303ad42d694a634529%e8elalal6fcdb5
cb84ac09120827b41e01de5494cd25bb06£d7b70987%9a34£72b8ed44b0e6b276f

[ 7472616e736665725f62616c616e6365 ]

4.2.3.19. transaction_queueF¥&H¢

mychain_toolfJtransaction_queueFa L EERATFEEMychainTRIIRZEFMIIER » BATHSUT -

> transaction_queue

APIMEERITZSS » BERUTAHR ©

Execute transaction cache query succuss:

unverified queue limit:

unverified queue usage:

verified queue limit:

verified queue usage:

HERMEENT -
BHEBR
unverified queue limit
unverified queue usage

verified queue limit

20480
0
40960
0

BiEHER
RIEAIIRAREE (IURS HEI)
RIGEPATIREERA N

WIEASIRATE (MRS HEM)
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verified queue usage IRIEBATIFREER AN

4.2.3.20. update crl¥®¢
mychain_toolfjupdate_crl¥ % <EFERTEHREFHABFHEPIIR - ITHSUT -

update_crl -p ../certs/client.crl

Ho-pRi5ARHIEHIIRNEE > BFAIMERITZGS » HERUTHT -

Sending update crl to mychain completes!

4.2.3.21. system_manageF&H<

mychain_toolfJsystem_manageFH<HARARFLEETRNRREN -
A I T RFAR ©

o] Ak IR i

-i FRERZZHIMF » BRIARAdministrator - RERZEHRASHHBEARLESLMIVersion()iED

--name IEEERENSYBIR > AI#EEE Node|Config|Group|Govern|Subnet |Authority
-u MRBARRAEL > (ERA-ukH
- MRBARRREY > -FAREERSNNFTBXERE

-q MRBEWRAAY > (EMA-qET - WRN2. OMBINRARSHHTEIRRE > RF/IHERB 102010 - KREH2.19M
I RASLNHIRE Version )R PEREIED

Thll: EFHNodedy

./mychain_tool system manage --name Node -f ../conf/compiled_system contracts/contract_node.bin-runtime -u

call contract transaction:
[{"hash":"c23b901552b7£7910116650b7f19%eledae31dd89dbe0a6022405965b4£7550£2", "type":"12", "timestamp":"1602308131037", "nonc
3188504985787704603", "period":"0", "from":"e93372533£323b2f12783aa3a586135c£421486439c2cdcde47411b78£9839%ec", "to":"e933725
23b2£f12783aa3a586135cf421486439c2cdcde47411b78£9839%ec", "value":"0", "gas":"100000000", "group_id":"000000000000000000000000
000000000000", "version":"2", "data":"016080604052600436106100£1576000357c0100000000000000000000000000000000000000000000000
00000900463 ffffffff1680630c9f3eaald6100£65780630d94bfc014610181578063261b40a4146101d257"]}]

Update contract transaction receipt: [{"result":"0","gas_used":"329440","logs":
[{"from":"e93372533f323b2f12783aa3a586135cf421486439c2cdcde47411b78£9839%ec", "to":"e93372533£323b2£f12783aa3a586135c£421486
2cdcde47411b78£9839%ec"”, "topics": ["update_contract"],"log_data":""}], "output":""}]

THl2: HiINoded 4

> system manage -q --name Node

call contract transaction:
[{"hash":"7c3afl6b0d58aad344£9335cleld6a%96e36300b36b47a9b00cd771cfce5b585£f", "type":"11", "timestamp":"1602308020567", "nonc
4556387513396268744", "period":"0", "from":"e7d3e769£3f593dadcb8634cc5b09fc90dd3a6lc4al6a79chb0923662feb6faecbb", "to":"e933725
23b2f12783aa3a586135cf421486439c2cdcde47411b78£983%ec", "value":"0", "gas":"10000000", "group id":"0000000000000000000000000
00000000000", "version":"2", "data":"bb62860d", "extensions":"", "signature":
["55e6fa7caedf7£6703130068db87dle5alda38372380a8779%ab3e8b7aeca547b38962d62cl65e"]}]

Call contract transaction receipt: [{"result":"O0",'"gas_used":"20847","logs":
[{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3ablc4al6a79cb0923662feb6facbb™, "to":"e93372533£323b2f12783aa3a586135cf421486
2cdcde47411b78£983%ec", "topics":

["call contract"],"log data":""}],"output":"00000000000000000000000000000000000000000000000000000000000000200000000000000
00000000000000000000000000000000000000000000008322e31392e302e30000000000000000000000000000000000000000000000000™}]

current version is: 2.19.0.0

4.2.3.22. subnet¥m4d

mychain_toolfJsubnetF &< AR R EEMAsubnet AIINEESFIE -
R FREIN :
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-m: EEBIRMEN R A ESAMNINEE » AT#E(ESF add | quit | join | stop | start | list | queryE A=
Hitt SE AN INAERMENSE > 30 : add(-¢) | quit(-i -p) | join(-i -p) | stop(-i) | start(-i) | list | query(-i)

mHi1

> ./mychain tool subnet -h

usage: subnet --method [add | quit | join | stop | start | list | query] [help info]

options:

-h [ --help ] print help message

-m [ --method ] the method you want to call, like add(-c) | quit(-i -p) | join(-i -p) | stop(-i) | st
art(-i) | list | query(-i

—c [ --genesis file ] the genesis of a new subnet

-i [ --subnet_index ] the subnet index of all subnets

-p [ --publick_key 1] the public key of node

%412 [AddSubnet]

> ./mychain_tool subnet -m add -c ../conf/genesis_subnet.json

BE 4TSRS - HEHESubnet > TIILEESF../conf/genesis.jsonEXB../conf/genesis_subnet.json » FHllf&contractsHAy
subnet&4(ER -

%413 [JoinSubnet | QuitSubnet]

> ./mychain_tool subnet -m join -i 1 -p
0xFA5D1F80155CF8F0670FO0EDD129CA5162E2DFC092965B971B6208180C73059CF90337BBC6543078BF9BD3A51A1BDFB948COCBA45E91202C7CAD7D2
E8B81

x$l4 [StartSubnet | StopSubnet]

> ./mychain_tool subnet -m start -i 1

call contract transaction:
[{"hash":"536cd21fbl8ce5abb0fe56c2ce31f17b03caf9lcbad55e51b2d0£8a20a28e9c4", "type":"11", "timestamp":"1602610009881", "nonc
10474366896927529382", "period":"0", "from":"e7d3e769£3£593dadcb8634cc5b09fc90dd3a6lc4a06a79cb0923662fe6faebb™, "to" : "bfea90«
1816a3935322¢35705a585a2bc319££57377428455a234d6371472", "value":"0", "gas":"10000000", "group_id":"000000000000000000000000
000000000000", "version":"2", "data":"99927d1b0000000000000000000000000000000000000000000000000000000000000001", "extensions
,"signature": ["be3d98625fc8cb7c55f8341418522f0bddf263a31d80b444240c33318123ae357¢c88c4cd73661a96"]}]

Call contract transaction receipt: [{"result":"O0",'"gas_used":"34577","logs":
[{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3a6lc4al06a79cb0923662fe6faebtb","to":"bfea%0e5ael816a3935322¢c35705a585a2bc319
377428455a234d6371472", "topics": ["call_contract"],"log_data":""},
{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3a6lc4al6a79cb0923662feb6facbb", "to": "bfea90e5ael816a3935322c35705a585a2bc319f
77428455a2234d6371472", "topics":
["a8f7aad3170c13d4df4bee045423729a46€2642677£d6c50££0906535£d01767","0000000000000000000000000000000000000000000000000000
00000001","0000000000000000000000000000000000000000000000000000000000000001"], "1log_data™:""}], "output":""}]

Call action successfully

5 [ListSubnet]
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> ./mychain_tool subnet -m list

start to execute the action: list

call contract transaction:
[{"hash":"84eded8f9340c48al175cf47863b%be9c23d3891232dfafc93532847e01bf6clO", "type":"11", "timestamp":"1602610026606", "nonc:
249554706755327824", "period":"0", "from":"e7d3e769£3f593dadcb8634cc5b09fc90dd3ablc4al6a79cb0923662feb6facbb"”, "to" :"bfeadle5:
16a3935322¢35705a585a2bc319££57377428455a234d6371472", "value":"0", "gas":"10000000", "group_id":"00000000000000000000000000
0000000000", "version":"2","data":"73758557", "extensions":"", "signature":
["£5fefd0c58f1fb3f84b5eecaf8678ca7do4d7d6b6acbaled56eeba7eldf5890bccd5f4b636a23a6dc9d4cf0faf0425bc837c£828a7973358daa53b1757
5203£f01", "cbadca0e6974456218844b55a74£f0£31054718belc83ea52c836b0010247a4b9677c973a444611aedb056413271d06c1a0e27056d550757¢
3e7ef0£08073301", "a21a0b2749a5feb4dc157d3b8d8cc59ce9ele5235921754dal3ffll6eal22cdB8043407a2bc4406c54ed9516339b19£290336256¢
11d1d23d924e3b630985001"] }]

Call contract transaction receipt: [{"result":"O0",'"gas_used":"275819","logs":
[{"from":"e7d3e769£3f593dadcb8634cc5b09fc90dd3a6lc4a06a79cb0923662feb6faetb™,"to":"bfea%0e5ael816a3935322¢c35705a585a2bc319
377428455a234d6371472", "topics":

["call contract"],"log data":""}],"output":"00000000000000000000000000000000000000000000000000000000000000200000000000000
000000000000000000000000000000000000000000002fe7020227375626€65747322203a205b207b20227375626e6574496422203220312c20226e6f
5f636£756e7422203a20312c20226e6£64655£7075626065797322203a205b70202270756260657922203a20223078383746453638463841454441374
44230303031344646334645333145384143424236393936393830303331353536463739394644"}]

Call action successfully

Receipt output is: { "subnets" : [ { "subnetId" : 1, "node count" : 1, "node_pubkeys" : [{ "pubkey"
"0x87FE68F8AEDA7CADBO0014FF3FE31E8ACBB6996980031556F799FD4D49DA075CCEESB0692D813E0A5703CF031DAB8F54E7B0A585334D273E709544]
CCF691" }], "subnetState" : 1 }, { "subnetId" : 2, "node count" : 3, "node pubkeys" : [{ "pubkey"

"O0xFA5D1F80155CF8F0670F00EDD129CA5162E2DFC092965B971B6208180C73059CF90337BBC6543078BFIBD3A51A1BDFB948C0OCBA45E91202C7CAD7D
8ESB81" }, { "pubkey"
"0x2B1EEDD1C894EDEB696A0398A84EF37199C76EFBC3D7734380AC538298DDFEC5D9184DD5EE709D91D9B8C8085726009D2E5E51C4D1632303CFDCFB
F87A1A" }, { "pubkey"
"0x87FE68F8AEDATCADBO0014FF3FE31E8ACBB6996980031556F799FD4D49DA075CCEESB0692D813E0A5703CF031DAB8F54E7B0A585334D273E709544]
CCF691" }], "subnetState" : 1 } ] }

4.2.3.23. subnet_access_control &< {EH

subnet_access_control ~FWMRLEERTEFMEMNERPRIERZMUMING ENFRIBEIR) - CREAPEENFN S, LRFHEMT
M S; 158 » BX#5ARIINEE > MEWKIR « RIRk ~ R ~ LocalCall »

AP EMERMTR<REGHERAR

>./mychain_tool subnet_access_control -h

usage: access --type [addg | deleteqg | findg | addc | deletec | findc | list] --mychainId[SubnetX] [help info]

options:

-h [ --help ] print help message

-t [ --type 1] the method type you want to call, like addg(-i -m) | | deleteq(-i -m) | findg(-i -m)
| addc(-i -m -c¢ -f) | deletec(-i -m -c¢ -f) | findc(-i -m -c -f) | list

-1 [ --permitted mychainId ] the permitted mychainId that can access, e.g.
0000000000000001000000000000000000000000 or subnet index[0-x] .

-m [ --method ] the method you want to add access control, like QueryBlock, QueryTransaction

-c [ --contract_id ] the id of defined contract

-f [ --contract_function ] the function of defined contract

-g [ --mychainId ] the contract in which dynamic subnet[1-X], e.g.

0000000000000001000000000000000000000000 or subnet index[1-x], default is subnetO.

o BY - FARIEEFRIBEARRES R o

« B - FARIETAFNTRRR - TUE h160 HEFMWFS -
o B - FERIETAETRAOHESE o

o BY o ARIEEFMIHEARN“LocalCall#IB4] id -

« BH c FARIEEFRMIBERER LocalCall#IB%] id thisE -
o BY o FARETREZTISSITHAENTR  BANER -
EEE - EEMRELRTROESR  EES I ABENSE -

RE—: MEFRMEIGNR

o BIirFMKA{ERE : QueryBlock » QueryBlockHeader * QueryTransaction
HATHLSREIWT :

>./mychain_tool subnet access_control -t addg -m QueryBlock -i 1 -g 2

T LG SEMBA TSR ¢
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get input subnet index 2
Execute SysContractCommand on subnet : 0000000000000002000000000000000000000000

start to execute the action:
parameter (permitted mychainId): get input permitted subnet index 1

call contract transaction:
[{"hash":"c515ca69d83271af£73a95d5c512f7bdd2£0462d0420c04d5£0a564££49f6571£f", "type":"11", "timestamp":"1619593174830", "no
:"6491182380235466824", "period":"0", "from":"e7d3e769£f3f593dadcb8634cc5b09fc90dd3a6lc4al6a79cb0923662fe6fac6b”, "to": "21f]
8b64bde0491£9347cbc73854576bba59bcf9dd8cf03e39edb44acel30"”, "value":"0", "gas":"10000000", "group_id":"0000000000000002000
00000000000000000", "version":"2","data":"911£16c90000000000000000000000000000000000000000000000000000000000000040000000
0000000000000000000000000000000000000000000000000000a000000000000000000000000000000000000000000000000000000000000000283
03030303030303030303030303130303030303030303030303030303030303030303030303000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000a5175657279426c6£63600000000000000000000000000000000000
00000", "extensions":"", "signature":
["76d094276d2c00decl83fable725f18fc38ff01d5f3fee2d3d87e90£0dd087216e785f29fbe6992af3c22e4e040feb5780dcfeae5718ed%eb3b5f
066fe8c01","2a23cb8fd7£31978d95e41cd6707ef5c95de422381b5c0e3f8f68ab8cc51c0553f1fc6£5d3a085a1614938£949fdb8d5aa44dff4697
86cbd4c95¢c531£73801", "1ed72950be725efedfad5ab9298£3116da547c17b80a%2c29e002eeefc58e9d18a54£52cb976d0e6c34617739195b79b
e4a4b77£9£1503788860aabd72900"] }]

Call contract transaction receipt: [{"result":"0","gas_used":"154340","logs":
[{"from":"e7d3e769£3f593dadcb8634cc5b09fc90dd3ablc4al6a79cb0923662feb6facbb", "to":"21fb2288b64bde0491£9347cbc73854576bba
£9dd8cf03e39edbd4acel30", "topics": ["call contract"],"log data":""},
{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3a61c4al6a79cb0923662febfaebb™, "to":"21fb2288b64bde0491£9347cbc73854576bbab
9dd8cf03e39edb44acel30", "topics":

["£2dd28bb9b919a0b704e9e35b487de296d534026d7d3927d3b9d87c1d2£f9dfdc"], "log_data":"00000000000000000000000000000000000000
00000000000000000000400000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000
00000000000000000000000002830303030303030303030303030303031303030303030303030303030303030303030303030303030000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000a5175657279426c6£6360000
0000000000000000000000000000000000000"}], "output”:"0000000000000000000000000000000000000000000000000000000000000000" }]

Call action successfully
AddAcQuery done: [0000000000000001000000000000000000000000]->[0000000000000002000000000000000000000000] :QueryBlock

o BiRTFRMPELIEA : LocalCall
WITHLRBIMT ¢

>./mychain_tool subnet_access_control -t addc -m LocalCall -c simple -f "set(uint256)" -i 2 -g 1
® B WMUERFMLATFM2 BINEYW sinple B set(uint256) Fike

MR MERFMNEBRR
PATHSROT -

>./mychain_tool subnet_access_control -t deleteq -m QueryBlock -i 1 -g 2

T Lt <SHBNTER ¢
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get input subnet index 2
Execute SysContractCommand on subnet : 0000000000000002000000000000000000000000

start to execute the action:
parameter (permitted mychainId): get input permitted subnet index 1

call contract transaction:
[{"hash":"fe0b3ea0a88985199£2150d07d67e99d035b671a7bab6d76aa2lfceab5f7a%ac", "type":"11", "timestamp":"1619593398169", "nonc
17428319179306030645", "period":"0", "from":"e7d3e769f3£593dadcb8634cc5009fc90dd3a6lc4al6a79cb0923662fe6fae6b”, "to":"21fb22!
4bde0491£9347cbc73854576bba59bcf9dd8cf03e39edb4dacell30", "value™:"0", "gas":"10000000", "group_1id":"000000000000000200000000
000000000000", "version":"2", "data":"b71e0c4c00000000000000000000000000000000000000000000000000000000000000400000000000000
000000000000000000000000000000000000000000000a000000000000000000000000000000000000000000000000000000000000000283030303030
3030303030303030313030303030303030303030303030303030303030303030300000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000a5175657279426c6£636b00000000000000000000000000000000000000000000™, "e:
sions":"","signature":
["3d99c73bd07185c64fle7dcbe3cf3a051£d2468e992d5d5¢cd7932fb09e03038e67604995abbbbe498c8939739440ae60ce7a271£10£4010cbb29506
484b000", "ealda36c417daa992a82b078£829c1932d71df08d1112c440dffbb842ceabec410158a0982092e922f59b9de32f4cb06cbldc458c87bea8
e2746799820900", "£6907847b£95c92599£178e59292£2664460b53867b8d8£3939017ea2907£24372827827£9%eb2d6ec615814ac2bbbb557632118a
cab314408e7c089626b5d00"] }]

Call contract transaction receipt: [{"result":"O0",'"gas_used":"50652","logs":
[{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3a6lc4al6a79cb0923662fe6facbb", "to":"21fb2288b64bde0491£9347cbc73854576bba59l
dd8cf03e39edb44acel30", "topics":["call contract"],"log data":""},

{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3a6lc4al6a79cb0923662febfaebb","to":"21fb2288b64bde0491£9347cbc73854576bbab9%
d8cf03e39edb44acel30", "topics":

["1871acce2498e0e69006£4d3839bf42£62780c30163150998£7529bf27ec8914"], "1log_data":"0000000000000000000000000000000000000000
0000000000000000004000000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000
0000000000000000000002830303030303030303030303030303031303030303030303030303030303030303030303030303030000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000025175657279426c6£63600000000000
00000000000000000000000000000"}], "output":"0000000000000000000000000000000000000000000000000000000000000000™"}1]

Call action successfully

NS : ERFRERR
HATSRLRBIIT :

>./mychain_tool subnet access_control -t findg -m QueryBlock -i 1 -g 2

BT LSS TER ¢
get input subnet index 2
Execute SysContractCommand on subnet : 0000000000000002000000000000000000000000

start to execute the action:
parameter (permitted mychainId): get input permitted subnet index 1

call contract transaction:
[{"hash":"0£d29147146428a51231a13c956d859cd38dd909c881b09054e591bc20148031", "type":"11", "timestamp":"1619593389647", "nonc
3678009694658756563", "period":"0", "from":"e7d3e769£3f593dadcb8634cc5b09£fc90dd3ablc4al6a79cb0923662feb6facbb", "to":"21fb228
bde0491£9347cbc73854576bba59bcf9dd8cf03e39edbd4acell30", "value":"0", "gas":"10000000", "group_1d":"0000000000000002000000000
00000000000", "version":"2", "data":"e78£80e0000000000000000000000000000000000000000000000000000000000000004000000000000000
0000000000000000000000000000000000000000000020000000000000000000000000000000000000000000000000000000000000002830303030303
0303030303030303130303030303030303030303030303030303030303030303000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000a5175657279426c6£636b00000000000000000000000000000000000000000000™, "ex
ions":"", "signature":
["7127e5cb989f5b2a8558594cb269905d2437e896eac2bicl5ee742e61d7d69¢c629e0£185b1cd447ed9c50c588a89a460701593e91964918714218F2
7adc600", "06b6f224e971e034e1£f24£1105259%9e7b0elbab757£32622305c0a94402b4c5a23236052592ed%96a508e2dbe78390c6817el127af429dc24d:
9a6cb8abea60e01", "cdl4abd6a8131a708e8522d1fe446£35d88757£5274114£63cb3ce5396a8a7c91b9c7616ebdb82d0ff89452570dae67330a6670:
bad79e682ccl15£768055800"]}1]

Call contract transaction receipt: [{"result":"O0",'"gas_used":"32589","logs":
[{"from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3a6lc4al6a79cb0923662fe6faecbb", "to":"21fb2288b64bde0491£9347cbc73854576bba59l
dd8cf03e39%edb44acel30", "topics":

["call contract"],"log data":""}],"output":"00000000000000000000000000000000000000000000000000000000000000010000000000000
00000000000000000000000000000000000000000000000™}]

Call action successfully

Receipt output is: exist:1, index:0
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MEN: RRFASOIRE
WTHRLTEIMT :

>./mychain_tool subnet_access_control -t list -g 2

HIT LS SHMEMTER ¢
get input subnet index 2
Execute SysContractCommand on subnet : 0000000000000002000000000000000000000000

start to execute the action:

call contract transaction:
[{"hash":"a5cfb66fe98110c5d053149524d74445107£f41b3a204bed2a%90e9de70b64d%a2", "type":"11", "timestamp":"1619595072354", "nonc:
7949266017897904980", "period":"0", "from":"e7d3e769f3f593dadcb8634cc5b09fc90dd3a6lc4al6a79chb0923662feb6facbb", "to":"21fb228
bde0491£9347cbc73854576bba59bcf9dd8cf03e39edb44acel30”, "value":"0", "gas":"10000000", "group_id":"0000000000000002000000000
00000000000", "version":"2", "data":"dd9feb5b", "extensions":"", "signature":
["6b7986780e0e54e5£1244c0cal8a67572286a95e7ca239d86bbbf04d78e3399a373£8183742dcblc3f305ae8aac3bdac2fc4524874e5e96ebbd8b84
55£9201", "de8ecb28cc981ffd8ledba3133ae57195723¢c15¢c453c£474d5¢cb293a4ddf06d54812e7a12fb49079d5a9db3d419493790bf67cl2bld96c4
1c3c77e2d87c300","607£691e6338£4d92df6d7366£0085dc24be40e6c8b64b9205482cd0e0f1b4e60868486623dbecfdlf6d47cc3e01d3d08827379
9f730fb03f22d3b26ceaf00"] }]

Call contract transaction receipt: [{"result":"O0",'"gas used":"41508","logs":
[{"from":"e7d3e769£3£593dadcb8634cc5b09fc90dd3ablc4al6a79cb0923662fe6faebb", "to":"21£fb2288b64bde0491£9347cbc73854576bba59}
dd8cf03e39%edb44acel30", "topics":

["call contract"],"log data":""}],"output":"00000000000000000000000000000000000000000000000000000000000000200000000000000
000000000000000000000000000000000000000000000867202261635£717565727922203a205b207020227065726d69747465645f6d79636861696e
6422203a2202230303030303030303030303030303031303030303030303030303030303030303030303030303030222c20226d6574686£6422203a202
5657279426c6£636022207d5d2c202261635£63616c6c22203a205020205d207d0000000000000000000000000000000000000000000000000000"}1]

Call action successfully

Receipt output is: { "ac_query" : [ { "permitted mychain_id" : "0000000000000001000000000000000000000000", "method" : "
QueryBlock" }], "ac_call" : [ ] }
ESERRT
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Call contract transaction receipt: [{"result":"O0",'"gas used":"166880","logs":
[{"from":"e7d3e769£3£593dadcb8634cc5b09fc90dd3ablc4al6a79cb0923662fe6faecbb", "to":"21£fb2288b64bde0491£9347cbc73854576bba59}
dd8cf03e39edb44acel30", "topics":

["call contract"],"log data":""}],"output":"00000000000000000000000000000000000000000000000000000000000000200000000000000
0000000000000000000000000000000000000000000030a70202261635£717565727922203a205b207020227065726d69747465645f6d79636861696e
6422203a2202230303030303030303030303030303032303030303030303030303030303030303030303030303030222c20226d6574686£6422203a202:
56572795472616e73616374696£6e22207d2c207020227065726d69747465645£6d79636861696e5£696422203a202230303030303030303030303030
32303030303030303030303030303030303030303030303030222c20226d6574686£6422203a20225175657279426c6£636022207d2c2070202270657:
9747465645£6d79636861696e5£696422203a202230303030303030303030303030303032303030303030303030303030303030303030303030303030:
20226d6574686£6422203a20225175657279426c6£636048656164657222207d5d2c202261635£63616c6c22203a205b207b20227065726d697474656
d79636861696e5£696422203a202230303030303030303030303030303032303030303030303030303030303030303030303030303030222c20226d65
6f6422203a20224c6f63616c43616c6c222c2022636£6e74726163745£696422203220223862343433393163623238636134326264646662663636623
539376362306362396437363635616564333033666434363866386562633761623066643466222c2022636£6e74726163745£66756€6374696£6€2220
227365742875696e743235362922207d2c207b20227065726d69747465645£6d79636861696e5£696422203a202230303030303030303030303030303
03030303030303030303030303030303030303030303030222¢c20226d6574686£6422203220224c6£63616c43616c6c222c2022636f6e74726163745fF
22203a2022323733323165303731393765346439306431393665386464656339333733343465366337383033663164323033643265353634656233313
5386231636531222c2022636f6e74726163745£66756e6374696f6e22203a20227365742875696e743235362922207d205d207d000000000000000000
0000000000000000000000"}]

"ac_query": [
{
"permitted mychain_ id":"0000000000000002000000000000000000000000",
"method":"QueryTransaction"

"permitted mychain_id":"0000000000000002000000000000000000000000",
"method":"QueryBlock"

"permitted mychain id":"0000000000000002000000000000000000000000",
"method" :"QueryBlockHeader"

1,
"ac_call":[
{
"permitted mychain id":"0000000000000002000000000000000000000000",
"method":"LocalCall",
"contract_id":"8b44391cb28ca42bddfbf66b4bed7cb0cb9d7665aed303fd468f8ebc7ab0fd4f"
"contract_function":"set (uint256)"

"permitted mychain id":"0000000000000002000000000000000000000000",

"method" :"LocalCall",
"contract_id":"27321e07197e4d%0d196e8ddec937344e6c7803£1d203d2e564eb3185e8blcel",
"contract_function":"set (uint256)"

4.2.4. F¥Fsubnet

NF LERERPIIFRE Fin A ZIFsubnetiRiE -
#£2. 198k » mychainX#Fsubnetzh&AN -

BRIRSELE X - senderFHLERKIRIIZING > senderfFARGRETH » FEESURS (jsonXf¥) FFM group ia FEX - BN
ARG A REIMAISUbnet (HATTREEREZSUbnetd) » XU -
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"CallContract" : {
"enable" : true,
"local" : false,
"from" : "Administrator"
"to" : "Node",
"gas" : 10000000,
"nonce" : 0,
"timestamp" : 0,
"period" : O,
"value" : 0,
"contract_type" : "evm",
"group_id": "0000000000000001000000000000000000000000",
"method" : "DeleteNode (bytes32)",
"parameters" : [
"0x6007ef66a285£600fe810a944c3beceabb924fb82533aeccc388cab8a561lbad6”
1,

"block num" : 0

2.20%4551tRI - mychain_tool &N Far L th A AR IFES N Subnet P #ITEUIBRE -
BEBINEERIFAT » BAIAE subneto[hle0(0)] » W FHMMSubnetMEEIEE subnet_id & subnet_index[1-x] °
# -9 0000000000000001000000000000000000000000 ZeRIGEAISUbNetl » {40 :

> account -1 e7d3e769£3f593dadcb8634cc5b09fc90dd3a6lc4al6a79cb0923662fe6facbb —g
0000000000000001000000000000000000000000

> account -i e7d3e769£3£593dadcb8634cc5b09£fc90dd3a6lc4alba’ocb0923662feb6facbb -g 1

4.3. archive _tool
4.3.1. TRiEfH

archive_tool 2 —MHIRENGSTEATR » BFX mychain-0.10 RRER L= EHIE | BEIREIEENEE AT IIETIEURERRIE »
HEZEENRN T RAREEERIE KT RN EEEEARZENTE -

EIRAERI AT IUARR LT -

. BRETEL . #RRESTBER -

. WAL - TR NEBRERIEE GHE - Z£mychain-0.109 » FEXME block / state / extra BUREE -

. BEREAMNKR - RERENXHUER -

- WRRTEREVEE - B TkviZ MEEMEMIGE SUERE - IREREBHIR - BHEIREH « F6ER > B IISRAIkYE G EUEE
- FRNERIEEENIEENEAMAE - RENMRERIERE - BRMENIGIEERE -

- AT ERTR

4.3.2. TRIKE

archive_tool BUSREEZE MM :

o F—MEWLHIFNTHEITHITXERER > IERT archive_tool £Ff mychain-0.10 RHELZ##l & E—miRM (M v0.10.2.1 7
&) > BBIE tar BXHFREE bin/archive_tool »
o EZMRFBYIEFRN > archive_tool BEFARB—EHIFE - £Emychain-0.10 KIRIEHIZXIEHITHRIF - BIAIEE archive_tool TH

4.3.3. TH{EH

BEAERIEZE
archive_tool FIEARERIEER :

archive_tool [--help] --data-dir <path> --archive-dir <path> [--time <date_str>] [--retain-num <number>]

o U A W NP

BENETRE XN TR ©

EIR &k 2EEWEH iR
3 g LR HIZIRINAT - MZBEEMTE &S L1TEE » $TED archive_tool B
~help I RS FUOENER » HOUEEHEORINRL, -
_-data-dir Wbk H-rSH T EER EEEEHIAM mychain-0.10 FBERRE - W2 HRiEIBER
= 2 - 5040 --data-dir /path/to/data °
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_aeE _Eap | SEOMEENENGE  OREEIBMEFRNEE B AINE
~ - —MEHTABEWERKE > FIE0 --archive-data
/path/to/archive-01

--archive-dir Wik

RE:!

HF-TSE : —1ISO-

8601 IERNMMAIE oo Npw), BENE » WTUBIRAFRFENFAERY  WMEBE

~time pEs RO TE s - R REMEEENHEE - I -tme

(CCYY-MM-DD) #9R3%I 20181201 -

(1=
—retain-num T H_ABH  —NEER i’iziﬁjﬂq‘z;ﬁ%ﬁ&ﬂﬁﬁ%&fﬁ%&%i“ﬁﬁﬁ‘\]ﬁﬁ%%éﬁ‘.q“ o fgn --
--version ATk THESH FTEN archive_tool BRRZASMER » HIREEOMINEL -

EE  --timefl--retain-numiE IR LUSESIEIEMTEE - P METIRI LT  ASHISAEE  —~timetMAT SRR
54 > tARIKHIER TASEEM--timeMBENE - XA METSFRALE » RARDA--retain-numBERIAME (10) HTILHRIE -

BAERRE

E—PBERRERASRT » RIBFMEFNHRMNUOTEER » FTRERF2f+ 1713+ IINTHERRE - EREIRITEN - NYHENTRNEE
RETAE > ORI T RINELE « A - EF » RIEBBERKRBASKFEI—TBESIMEBAERMURSARE R - IRTERE
ZRANTREMBEIEEERNRIERLSERE -

4.4. crypto _tool
4.4.1. TREMN

mychain FEEFERSRPRBTERXNTERNITEIRIZE > GRS - NEE - TRWXE  EPER - BRI - BELE - XEFEBFBSE -
mychainFFa@d iR EnAEE T Rcrypto_toolsi{#_EMINEE -
BISAFERIRE (BINEAFARERRPIER)) BET mychainlIFE » NI LAEZ HTIN T < 33K crypto_tool TER{ERAR -

cd /datal/mychain deploy/bin
./crypto_tool -h

BT L < RERP LiREH F R < NS BMENESR -

-h [ --help ] Print this help message and exit
-t [ --type ] arg (=sha256) digest algorithm type:sha256(default)/sm3/keccak256
-d [ --data ] arg the data to hash. data with prefix "Ox" will be treated as hex data, and string otherwise.

@ i LERsBNEMMEERERENETHTIHANE  tha BT ARRMFH < RESEXNERTENESR -

4.4.2. TH{EH

4.4.2.1. hash¥&

crypto_tooliJhashF & € ERRARSTAMIEERIBENIEHRITE - R T RIFRT AR £33 K rHERIRE IS 711 EIREK ARiR

AT TSR SIRERTHRISELIRMNKREITE, HP-tSHATIEEhashitEXANESE (RI%E% : sha256(default)/sm3/keccak256) »
HERZS BRI BRIATR Asha256 BiE#TIR A ITE -

cd /home/mychain/mychain-0.10.2.12/node/bin
./crypto_tool hash -d Administrator -t sha256

@ HBE NMRFENAEREbytesEIBHTIRAITE » MEATIAEROXF KM+ HFIFHBRE

BINT LS S SERPKIRAHN TRAITEER -

hash result: e7d3e769£3f593dadcb8634cc5b09fc90dd3ablc4alba’9cb0923662febfacbb

4.4.2.2. keyFHd

crypto_tool#key ¥ < EEARMABAZIEER AN HNRS » AERFLIFHEQATBER -
keyFapSHITARUT -

cd /home/mychain/mychain-0.10.2.12/node/bin
./crypto_tool key -k ../../user/Tester001l.key
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HIT LR SEBERAPERIRBA key.key HIFBREE > HAIRSRERBBAX > ELtGSRET  -kSHATEEREZEAIFAHAX
HIRE > SARMAIUER-pSRATIRERAXENREL - HTERE > BINFEE-pER - RIIHIT LIERSSERAFPKIRMENTHES -
private key: 000107deeeObddad4465d708fcdlalld4cleddc62561e3a897dc6ed4c9e98471bde943
public key:
c798bdae2187ed4529fa6381c0c832e7a683425517¢c219c84910dccalcba801575f8ab544198229%e4a75a24141767d650e42a62dffdcc828fba%b2506
81d

@ #B FELAEHP > oprivate key WRTAANHHIRBAER 5 publickey IRRTAANHNNNABER - MHERN 7 HHIA
FRBRAAR -

4.4.2.3. signature¥®

crypto_tool#signature ¥ i < TEFTMIHEE BIRIE RIRIE » LR NNERERHWE -

signatureF G SHRMERI UL ARINRZ BIEAENES » BEIEER2MPEGNIABERTRI LA NS NIABNREN - AEER
ECDSAZ ZBEIETRIHIBNER - ERFMERNNREEERBIEENZRAXHRT » HAIIFNERREES  Secp256kl,
Secp256rl(Prime256v1), SM2, RSA2048 - &< T AU T °

cd /home/mychain/mychain-0.10.2.12/node/bin
./crypto_tool signature -d 0xb62flaa433957586c65e6af6648f68d2dlabfacd53fba506f8614aab31a8831b -k
../../user/Tester001.key

ELRGLTH » SSECRTURAUT -

o -dSHATHEEREXRNIRAHLE » AT/ HFINER ML - ATE  crypto_toolilhash 7 &< it EIRE -

o -kBTIEEZZRBEXHFIRRE » oJlAE I crypto_toolflkeygen TS HER °

o -pATFIEERAHIMEE » BEERTMAXGAAANER - IRFEE-pUNEZAFFHERSTRARRE » IEEHLE -
BRIMAT LGS RERAFPRIRSENMTHERER -

signature result:
bc62083ef3£fc5489ffd4a800b0312373b0070blbeaba6a%9465a00753e98fece066208810d5£3041£63751e5741c5debdl17d7£2£9380da2e7£355dcchbl
09a01

4.4.2.4. recover¥&
crypto_toolfirecover¥ < EFEAFRBIIERRTE— TN SIENEREE » MREZSZENEZHENSMELEBNHARM B ABES -
BEE recoverFa XA TFsecp256k1 ERIRAMHMNER -

recoverF LM IT AU TR ©

cd /home/mychain/mychain-0.10.2.12/node/bin

./crypto_tool recover -d 0xb62flaad33957586c65e6af6648f68d2dlabfacd53fba506f8614aab31a8831b -s
0x308£f£758524e3636c6c039£089¢c139db167716d809a6072781739e79442eebf1353e0£3551c40ceclcbeblbda2ccale5£37044699f3b23345cebe7e
90b0600

FLiliemed  -dSHATIREXERNIEFHIUE » BsignatureFH<H-dS¥ ; -sSHATREZRLEREUE » EsignatureFanSHIMLHLE

R BT LIER S RERPZREHEUTESR
Public key recovery succeeded, public key:
66215a05074£23763f60al62ccac59020a28d94c956aadb28a2dbe39565056841891720e854b68ac68fe3143c3ac484£4c705e3886ce0651edb2fal3b7:

eaf

® R LiEEAIAPERAIMED crypto_toolkkey s 2 AR FAAS M H A SARTIILE ©

4.4.2.5. cert¥&

crypto_toolficert F &< X ERARFTARIIERIERIERNZ L » B EAcatFAPTRITIERE RAIINE X B E R RAGES MG - IEPXHEH
fEopenss| X509 pemiEXEK -
certFMLMIETRIEA XU TR »

cd /home/mychain/mychain-0.10.2.12/node/bin
./crypto_tool cert -c¢ ../../ca/ -i ca -o ../../ca/ -r ../certs/user.req -d 3650

ELiidG<d  FSERTHRAMNT

o -cSHATIHRECaXHIIFHER -

o -iISEATIHEE AR > WIRIRES £ HicalHEERRRIT—
* -oSHATHERMHNAFIESXXHEFHEER -
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o -rATHRELEHERXHNER  EHERXGHERTINSEreq T SHVRIFHRA
o -dATHEEERIEFERE -

o -pATIEECaTAAXMHHINNZEELS » MRFAEEMSERERF RIFWMARL -
BINTIES SEERAPNAREHNTESR -

Success: create cert file ../../ca/user.crt

HERTHSR LG SRS - RTEEEMEHE R TERIKPEBX fhuser.crt -
4.4.2.6. reqFm

crypto_toolfreqF &< EEFRRE M NP IERIERXMH » reqF @< AAFPBNER— AN - BEEERPESMNHEX
IR ARESREMREBREY > IUNATEEMITBERIRE -

req ¥ LHRMERIEA M TR -
cd /home/mychain/mychain-0.10.2.12/node/bin

./crypto_tool req -i user -s '/C=CN/ST=HZ/L=xihu/O=ali/OU=ant/CN=www.alipay.com/emailAddress=user@example.com' -o
../certs/ -p 123abc

BEE lSHIN-sSHIEENSHEETEES IR calBANSHEEER > ATUBIEEm it HES -

ELiiaG<d > FSERTHRAMT

o -IZBATIHEWF IR -

o -sBHATHREIEBAFNSMHEER » BFESEopenss! x509IEH A

o -oZHATIREEMMNAAXEMER BRI GNEFHEER -

o -pATHEELENFMAXGNNERD > IRTEIRLTSHERE - WEERBIAPLREA » FRXBAHRNBBHEIA -
BIpHAT it S RERFPLRMENTER -

Success: create cert key : ../certs/user.key, and cert req file : ../certs/user.req

EB Lt <SMIRER - STERENRLBRERM XG> DN ERMFTARNX Fuser key MINERAFIERRIFIRRNX fFuser.req °
Hrtuser key #ERBMANBZBRNE » FENATRENERIRE  FTRERE -

4.4.2.7. keygen¥Fip

crypto_tooli2Fikeygen ¥ &< EERARER— MU TR - ZRAXGRAIMNATFRBERTRE -
keygenF @ LT AU TR ©

cd /home/mychain/mychain-0.10.2.12/node/bin
./crypto_tool keygen -o ../certs/ -i user02 -t sm2

ELiliseP » FSSECRTURBMT ¢
o oS ATIREERMIAAHFNZFEESE -
o -IBHAFIEEERMNILANT > MRFIEEMELAN key -
o -pATIREERMAXHNMEZEZRS » MRFBIRSTSHIEE » WREKBIAFPZIHRA BB AERNEZEBRHRIA
® B BIKER-pSH  EEBEIKIGRAAZES -
o tATFIEEAEMMZALETR > AIEIRAIA ¢ secp256kl (ecckl) /eccrl (secp256rl, prime256vl) /sm2/rsa2048 ° NMEFA-tSEET > BRIAE
X secp2s6k1 ERIFGEREH o
RMInT LS SRERFPZIHERENTER

Success: generate user key file : ../certs/user02.key

R LS SNIRER - RERENELEZERBF AN HFuser02.key » £REuser02. key X RIERMANZIBNE - BENATR
ZNERIE  FRERE -

BEE HPEBUNT:

e ecckl = secp256k1l

e eccrl = secp256rl1 = prime256v1l
® sm2 =sm2

e rsa2048 = rsa2048

4.4.2.8. decodeF&

crypto_toolfZFkidecode ¥ i < T EMARMEBELN S PIMBLER - FRANELN SPRANFEBANARE > decodeFm<L TRIEMAR
FEBEDNSENTIA - BaliFevmiih it xEEES -
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decodeF @ SHIHATANMTAIR °
cd /home/mychain/mychain-0.10.2.12/node/bin
./crypto_tool decode -h

decode command options:

-h [ --help ] Print this help message and exit

-d [ --data ] arg the contract data to decode

-t [ --type ] arg the type of contract code to decode
[

--return_type ] arg the return data type for decode contract code

Hep > -diEI0E ARISEMRIDAVEIE ; -tRAKIGERIDAEIEEE > HATRXZiFevm ; -r2fERBNEIENEREEER  HHTARUT -
./crypto_tool decode -d
00000000000000000000000000000000000000000000000000000000000000€0000000000000000000000000000000000000000000000000000000000
7e€30000000000000000000000000000000000000000000000000000000000000120000000000000000000000000000000000000000000000000000000
0d05980000000000000000000000000000000000000000000000000000000000000180000000000000000000000000000000000000000000000000000
0000001c00000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000
0000000000076d79636861696e00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000200000000000000000000000000000000000000000000000000000000000007e2000000000000000000000000000000000000000000
0000000000000007e3000000000000000000000000000000000000000000000000000000000000000a626c6£636b636861696e0000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000002616e74000000000000000000000000000000
000000000000000000000000626c6£6360636861696e00000000000000000000000000000000000000000000 -t evm -r
string,uint,uint[],uint256,bytes,bytes[],bool[],identity
The decode data is { "string" : "mychain" }, { "uint" : 2019 }, { "uint[]" : 2018, 2019, }, { "uint256" : 362019620248
}, { "bytes"™ : "626c6f636b636861696e" }, { "bool[]"™ : 1, 1, }, { "identity"
"0000000000000000000000000000000000000000000000000000000000000001" },
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5.MyChainTi Fis
5.1. T RiEFE

FRBEENRIRERERTRR R T REFNEHTELIRE - SMRMEEEREETAREERLY - RAAARURBIERHEREHRT -
AT REXENRRA R » SN TR -

MyChain T RIEEFHREE T RLInuxRERANMyChain BFPRBET » RIZAF ERBIVEREIERHEEETMyChainfVis » REESH
9 : /datal/mychain_depoy/ °

‘ @ #B  EXPFAAERLInuIESRIEIERERMy Chain PR B3R T RLInuxIRERGTEM

TRE
RATATHIE S REM T mmychainf2FHIEED -
cd /datal/mychain depoy/bin
./mychain -d

HiTmychainBFRIBENE » mychainR BaltIREFSIETT » EVRERAETZH » SBEREBARERBAEXNED » 85F : P2PRSE
?ESSE#A%H?E‘E » BEFImSSUEATAAES » BEEMOMARXLERS » MIRZBEBNmychainStIHREFEET ; MRBBEHIRMmychainig
FRIBRE -

WRFE mychain tHREREET » WEMRARRBIN-dED

EE SFHMANSSLMAARBEEET RESEIEPIRENTNEE » FRAIETRNEETREER > FISERART  BEERREG
ABTHBAA > MATTRENEFERER -

RSHE

REHERIEEIAXRRERLEmychainTREFIEITAS » BTFRENEIEMychainWREFEE EBBHRIFET » BIFAREET
#Imychainf2FE9EMcheckFER » AIBUGET M THIFE SRR °

cd /datal/mychain_depoy/bin./mychain --status

HT it SREEmychainfETIRSER » MRmychainTREFELFEITRE - NEERPRELIERHUTESR -

mychain is running, pid is 7186.

BEE LFfmiiPeIpid@mychainB{TREFIHETR » E—TEXBHEREZREHNEF -

WRmychainTi REEFREEREMHNEEST » PITRSHRERFSERAPRELRAENTESR -

mychain is not running.

TREFL
AIMMREREEENER TELT Rmychainf2F - BEHITUNTHIES R T mmychainffELEET -
cd /datal/mychain_deploy/bin./mychain --stop

PATHI LIS MmychainRFERABMRIEFRRIRY - IWRAGBXFENERRE - &1L TR/ BRSO ERIERIGE T Amychain
RFIETRES -

5.2. REHEE

ZSREREEE mychainiZHAImonitor R AR T T RENEITIPASES » XEBTIPASEFERRT « MERINEN - TREEXETR
S ARPNRZAMBIER - RAENFHEMNLEMEE - AAFEXASEHNEESE -

AAEETERUT=ENER

o BIENNEEmonitorEERARREMTRNETETIRES

o BEENNELERKESRARNT S

o BYATMEEERRTHFEHNLE
TEAZTEERNFHREREENSS  KEEEEIERRSED

G

SHHRRSYNER R R
BATGRSUT :

./mychain_tool node -t contract

TEIEENT
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Execute query contract node succuss

node id: 88bbee402d654e23d584£39019c0725%aaec4a34a748772f6448d4cfbfc8e320f

endPoints: [ 192.168.1.10 : 18230 ]

domain name:

public key:
874355b12cb52423b8e558678d38e1a222693cc790401878d05¢c£07228c50ed8£76361a29%eda2eddbd15225d466326cf2£61785814d02bf2600e07b1f
el3

node role: node role consensus

node state: node state normal

node id: 58a9415ea57bf763accaal0a0d148229a86869b8e5eefa8d017977868bclcel 60
endPoints: [ 192.168.1.11 : 18231 ]

domain name:
public key:
0971a963b1556b268319d0be5358499574717ce95fc3d5ce901bbl953abcfd609c0dbb8bc2adade6a85db037659030eb44£50a0d41999a49776cee2ec

abc

node role: node role consensus

node state: node state normal

node id: 6cb019530eef6d9ale2c8518da8ab8fccae31552e6b469f824ecc7dlaff65388

endPoints: [ 192.168.1.12 : 18232 ]

domain name:

public key:
€9dbb87528dd81£d680809d920a2b4edc6849e17£91044decbf3f31971e8ad34b64£2409eb199fcb92f1b9973cc05a248c887279f9892649361959b51
2bc

node role: node role consensus

node state: node state normal

node id: 2952108cef43£8£31398e5ccc556fb3990ef27£2950524ca57c9592fab3e9%al9

endPoints: [ 192.168.1.13 : 18233 ]

domain name:

public key:
66e818a628d7ad9f0e24£755133cd49fa2cd69¢c653203cc809dd4ecdabbdf61df6677£7dE478bdd42abd013b665d72688e9915283¢96243df76£a4867
745

node role: node role consensus
node state: node state normal
YETSERRME R RFIE

o ERTREH
PITRLUT :

./mychain_tool node -t host

THIEHEERNT -

Execute host info query success :

node id: 88bbeed02d654e23d584£39019c0725%aae4a34a748772£6448d4cfbfc8e320f

endPoints: [ 192.168.1.10 : 18230

domain name:

public key:
874355b12cb52423b8e558678d38e1a222693cc79b401878d05¢cf07228c50ed8f76361a29%eda2eddbd15225d466326cf2£61785814d02bf2600e07b
78el3

node role: node role consensus

node state: node state normal

o BRTNRIMIETR
MITSRSAT -

./mychain_tool node -t p2p

T
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Execute node query succuss

node count: 3
consensus node: 3
non consensus node: 0
connected consensus node: 3
connected non consensus node: 0
node status: [
connected: true, cct: p2p; node id:
2952108cef43£f8£31398e5ccc556fb3990e£f27£2950524ca57¢c9592fab3e%al9; ([ 192.168.1.13 : 18233 ], 2) ,
connected: true, cct: btn; node id:
58a9415ea57bf763acecaala0d148229a86869b8e5eefa8d017977868bclcel60; ([ 192.168.1.11 : 18231 ], 2) ,
connected: true, cct: btn; node id:
6cb019530eef6d%9ale2c8518daB8ab8fccae31552e6b469f824ecc7dlaff65388; ([ 192.168.1.12 : 18232 ], 2)
]
o HIREESSR
PITR<LUT :
./mychain_tool consensus
BT
Execute query consensus succuss
type: 0
phase: NORMAL
N: 4
it g 1
Node Id: 88bbee402d654e23d584£39019c07259%aae4a34a748772f6448d4cfbfcB8e320f
Leader: 58a9415ea57bf763aeceaala0dl48229a86869b8e5eefa8d017977868bclcel60
View: 1
Last exec seq: 19234
Propose size: 256
Propose time interval: 5000
Normal time interval: 3000
Viewchange time interval: 3000

P 46 REE B}
BIMARINAETRIPES > AEBEINE TRRKGFBHIE -
AEEL

O = .
weIT:

./mychain_tool metrics -t tps_latency -i 58a9415ea57bf763aceaala0dl48229a86869b8e5eefa8d017977868bclcel60

ISR

Execute query tps and latency metrics succuss
granularity: 1800000
save duration: 43200000
start time: 1574319600000
type: METRIC_TPS
counter: 0
type: METRIC_TX LATENCY
counter: 0

5.3. fliTHE
5.3.1. PIfTIRE RS

FTHERNZ B EHNTRNKET - BRRENEIETRNESET  BTRREMERHMEXNSENATHRBNER -
FITHIRE R IMRIE R RN EEREN TEERIEEIEHRAE -

BITHREEESAW T A EEITIRE -

o EEHRNE

. BETORE

5.3.2. G&ERIREIRE
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EmychainTREFNETRESREER

./mychain --status

[[CQizZufbb6p7absegmevx939diZ bin]

mychain is running, pid is 16097.
fEARBIMychainfI AP RATI < » BEpidiEREAMychainZEFIERE) °

ps —eflgrep 2839

iGiZufé&p?abségmevx?39djz bin]# ps -ef|grep 16897

16768 14494 @ 108:58 pts/e@ 20:00:800 grep —color=auto
1 3 Jul2e ? _ 4-03:42:02 ./mychain —d

{EABEIMychainfIAFRITIH < » BXpidX M ASHIZEERBmMychain EfEEIT °

./mychain_tool node -t host

[ *@iZuféép7absegmevx939diZ binl]# ./mychain_tool node -t host

Execute host info query success :
node id: 3583389054e446106d65T3613226ab539¢267be?2d21e56c@803a7279773671b
endPoints: [ 47.103.157.163 : 19138 ]
domain name:

416ef4bBbel388balBb7d26%9ae23448bc736c6e68d2001Fef7dB87011a694a24dcFO2B293873afddéb370726670d18F245c0ede2eBibdcbe3c78F69a17b4BT758c

node role consensus
node state: node state normal

{ERABEIMychainlIAFPHITIL®< » HFInode statenormalifBAmychainiZTIRSES -
BEmychainFT R MEEZERSREEESR

./mychain_tool node -t p2p

[E50iZuf 66p7absegnevx939d32 binl# ./mychain_tool node —t p2p
Execute node query succuss :

n E

consensus node:

non consensus node:

connected consensus node:

connected non consensus node:

node status:
T e L T L T

{ERABEIMychainfIAFRITIH® S » BRHBTT RS BT RERIRSYRtrue R AT RS Hith TR IP2PERIER -

./mychain_tool node -t p2p -i b7910fe525e80067£932a71c0d1c9080e7a2987a6abb83759%be0c299%eeff74ad

| [w:Qizur66p7abs egmevx?39diZ binl# . /mychain_tool node —t p2p —i b7910e525¢800671932a71c0d1c9080¢72298726abbB3759be0c299eel 74ad

Execute node query succuss :

connected non consensus node:

node status:
: 35B33890540446106d6573613226ab539¢ 267bc92d21056c080327279F73571b;

: Be7f953367e57fb91e3adked3eFcR69 b foRde5F5 FBRIAIGEe F26623855:

fEABIMychainfIAFPRTILSS » BEEET RS EM T SRS true R MIEE TR S EM T RAIP2PEEER » B EME TR

S EA T RAP2PRERIRTS °
BEmychainTRNRREBRSEEER

./mychain_tool sync -i 3583389054e446106d65£3613226ab539c267bc92d21e56c0803a7279£73571b

[ WPiZufesp7absegmevx?39diZ binl# ./mychain_tool sync —-i 35B33B9854e446106d65T73613226ab539c267bc92d21e56c@883a7279173571b

Execute synchronize status query succuss :

Syncing: 2]
My best: 12171546
Target: 12171546

fEABsIMychainflIBF TS » HEIMy bestfllTargetZIEE100MAR » #ARREAS EE » BHOREERE T RNEKREIRES -
HEmychainF RN IARSREEE

./mychain_tool consensus -i b7910fe525e80067£932a71c0d1c9080e7a2987a6abb8375%be0c299eeff74ad

> XHHkRAS © 20250314
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féép7absegmevx939diZ binl# ./mychain_tool consensus —i b7918fe525eB808677932a71c@d1c9@B@e7a2987ababbB3759beBc299eeff74ad

Execute Query consensus SUccuss :

type: (-]
NORMAL
9
2
b7918fe525eB00671932a71c@d1c98BRe7a20B7ababbB3759belc290eeff74ad
b7918fe525eB800671932a71c@d1c98B0e7a29B87ababbB3759beRc29%eeff74ad
7934

Last exec seq: 12171862

Propose siz 256

Propose time interval: 5008

Normal time interva 3gee

Viewchange time interval: 3008

Consensus proposal status: e

{ERBEIMychainlIAFPRTIL®<S > BZphaseRASHINORMALRRHBIH AR IUASES » BHOAREMETANRBRRSIRES -
KEmychainFRNRZLEBREREER

./mychain_tool transaction_queue -i b7910fe525e80067£932a71c0d1c9080e7a2987a6abb8375%9be0c299%eeff74ad

QiZuféépTabsegmevx?39djZ binl# ./mychain_tool transaction_gueue -i b7918fe525eB00677932a71cBd1c9080eTa2987ababbB3759bedc299eeff74ad

Execute transaction cache guery succuss
unverified queue limit:
unverified queue usage:
verified queue limit
verified queue usage:

fEABEMmMychainfIAPHTILR S » BEIRIIEATHERERTIERIEIIERERNTFRARE(imitd AV EERATIRKRE) - RIBRBIR
BN BRI ERE T RN ZIERIER -

./mychain_tool block -i last

fé6p7absegmevx$39diZ binl# mychain_tool block -i last

Execute query last block succuss :
hash: 1laf658d99Tbb9156d2cT23fc7B2d94c476BbT74dca7T2861e2bfelbbec3bTRTEE
number : 121720848
versien: 1688854166231490
parent hash: d1327a610f5elf2a5245@0bfab528badfb7dflea57387cP645938e5a6b53efb79
transaction root: CEEEEEREEREEEREREEREREEREEREEREEREREEEEEEEEEREREREEREEREREREREERREETRL]
receipt root: CEEREEEEREEEEREEEEEEEEEREEREREEREREEEEEEEEEEREREEREEEEEREEEREEEL]
state root: eb739a54524d89576ae7c5d78facadé65ae78a?b6BT15663d6cdabf3a397e227
gas used: (]
timestamp: 1685496829976

trasactions:

EABmychainfIAFPRATIIS S > BBIRLSHIT X » ZIRHIT > BEInumberfiRHNRKIAEEEZSEK ) RIBHRER » RBAMEER
ITEHARR

#Emychaini RBERBEE

tail -f mychain.log|grep GenerateNewBlock

x939432 10g1# tail ~f mychain. log|gzep Gene
) : Jenerate new block with nusber 1217840
: WriteBlock d
Clceess: [ (Fhash":"48420b793316c926294 04323 53271619 edboc2 b dasb6kefde16aTd7ads*  version” s *168885A1E5231490°, "number”:"12178490"  “paxent_hash® -1
++0000000000000000000000000000000u U uuU AU aUGAUGASYL", Tce1pT_root :0000000000000000000900000000000000000000000000000000000000000800" " tate_root" :"eb739a5524d89576ae7c5d78
92", "1og_bloon" : 68080000008000000000000000000000000000000000000000003000000000080000900008090000800009000000900080900000000900000090000000000000000090000000000000000800690000809000060900
0003000030000200000000000002000090000900000000000002000080000200002000020000200002000020000000000000900009000000000900000000800008000000000000000000000000000000000000000000200000000000000000

gl : generate new block with number 12178491
1 : writeBlock done
87) (p:16897/t:16383] [mychain:info] [block_chain.cpp ] [opt] success: [{"hash":"cO535FF747dadct fc7347aBc24F34dF457070dka7ch1FddCObbDAs0E7 1ockke" , "varsion" : *1688854155231490" , "number” : *12178491" , "parent_hash®
42ab793316c92629a043237532716190d6ec2bF9da3blése fdclsatd7adss” , "transaction_root”: "0000000000000000000000000000000000000000000000000000000000000000" , ' raceipt_root" :*0000000000000000000000000RRRRRRRRARAAAAAAARARAAAAAARARRARARRRRRR"  "state_Toot"  "0b739254524dB9576a07C5A78
facad665ae70a9b68715563d6cda0f3a3970227", "gas_used" : 0" , "timestamp" : *1605516162593" , *1og_bloon" :000000000000000000880808000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000200000000000000000000000009999900
905000000000000500000008000808000000008300003000080030000000006080080800060600909053606060690008080600005080808000008508000060608080000000808060006808080060600805059806008000500000006505080000000050808000606508000060008980606000806006060080809006068000005

generate new block with number 12178492

WritoBlock done
uccess: [{+hash®: "455boBB15C14¢d0dd] b6Ba9F13Fefc732460523746af5441¢60419a9B06c 97"  "version®: *1688864155231490"  numbor® 2178492+, “pazent_hash:vco
00000000000000000000000000000000000000000000000000000000000000" , "5 tate_root

: generate new block with number 12178493
: WriteBlock done
[{*hash® : "b90d96F708629cd7531727bcFF6ckIchsd1eB1F64776b57dedf 6560290 F160d" , "ersion” : "1688B54156231490" , "nunber” : "12178493"  "parent_hash®:"45
900000000008000000000000000000600030006004006800600E08A0600"  reco ot ront: 00800BE0000000000E0000000000600000000030000000000000000000000000", 3 ate_root  1ab7I0AEE2ARIETbse7cEdT
9_bloon" : 0060000090600000000000000000000000003000000008000000000200000200000000000900000000900000000900000000ADA0000008AAA00AA00000000000000000I000000000000000000000900000000900000000
oos000000000000300000000000600004006040300a030000000a000000000000000000000000000000000000000000000000000300000000000000000000000000000000000000000000000003000000000000000000000000000000000000000000000000000000000000500090000000000000000
0000000000000000008080008880800800000000000000000000000000000000000" 1

EABmMychainfIAFPHATIIRS S > BEIRRAEEERTESR - ENRTRRBEZS LS > BERN EIRFBFEAR RIRHESEAICD

tail -f mychain.log | grep CheckSyncStatus

> XA4RRZA : 20250314 71



O 5228, RBERSTA BYEER-MyChainTi Ris4E

Zufésp7absegnevx939diZ logl# tail —f mychain.log | grep CheckSyncStatus
[202a 11-16 3! 1 [p:16097/ [mycha: fol [synchronizer.cpp:463: local best block number: 12178548, synchronize target block number: 12178548, nothing to
[2020-11-16 e in:i [synchronizer. local best block number: 12178548, synchronize target block number: 12178548, nothing to
[2020-11-16 : : 7 in:i [synchronizer. local best block number: 12178548, synchronize target block number: 12178548, nothing to
[2620-11-16 : in:i [synchronizer. local best block number: 12178549, synchronize target block number: 12178549, nothing to
[2020-11-16 7 116897 in:i [synchronizer. local best block number: 12178649, synchronize target block number: 12178549, nothing to
[2020-11-16 : in:i [synchronizer. local best block number: 12178549, synchronize target block number: 12178549, nothing to
[2620-11-16 : : 7 in:i [synchronizer. local best block number: 12178549, synchronize target block number: 12178549, nothing to
[2020-11-16 in:i [synchronizer. local best block number: 12178649, synchronize target block number: 12178549, nothing to
[2020-11-16 7 in:i [synchronizer. local best block number: 12178549, synchronize target block number: 12178549, nothing to
[2620-11-16 : in:i [synchronizer.cpp:463: local best block number: 12178550, synchronize target block number: 12178558, nothing to
[2020-11-16 4 £ 7 in:i [synchronizer.cpp:463: local best block number: 12178558, synchronize target block number: 12178566, nothing to
[2020-11-16 in:i [synchronizer. local best block number: 12178558, synchronize target block number: 12178558, nothing to
[2020-11-16 4 7 in:i [synchronizer. local best block number: 12178550, synchronize target block number: 12178558, nothing to
[2020-11-16 e in:i [synchronizer. local best block number: 12178568, synchronize target block number: 12178566, nothing to
[2020-11-16 : 7 in:i [synchronizer.cpp:463: local best block number: 12178558, synchronize target block number: 12178558, nothing to
[2020-11-16 : in:i [synchronizer. local best block number: 12178551, synchronize target block number: 12178551, nothing to
[2020-11-16 116897 in:i [synchronizer. local best block number: 12178661, synchronize target block number: 12178561, nothing to
[2020-11-16 : in:i [synchronizer.cpp:463: local best block number: 12178551, synchronize target block number: 12178561, nothing to

ERBmychainfIBFP TS S > BERRERSRRER > EURTHANTRELELRASXR » FERN LIRHBAFT RIRHESEAID
5 o

#BEmychainTRNMERRREER

free

f&ép7absegmevx?39djZ ~]# free
total used free 1 buff/cache available
32780484 1714112 274224 4 38792868 38618576
a 2] a

ERRFETICH » FERN ERABRRTRIBERSRAENADESANEENESRERSS > AEERETRSHT T -

df

[ “host136 fhome/admin]
$df
Filesystem 1K-blocks sed Available Use% Mounted on
131B65224 1318656224 8% fdev
1319135562 1319135652 8% /dev/shm
131913552 7166 131906396 1% frun
131913652 @ 131913562 8% /sys/fs/cgroup
/dev/nvme@nlpl 1845816148 B4377948 1667653172 5% /
/dev/sdal 999328 112e84 818504 13% /boot
/dev/nvmelnl 1844891500 356833496 1394272900 21% /datal

HEREREST0%H » BERN ERARESHIEN L EREFARY SEREE -

top — 16:86:88 up 448 days, 22:15, 1 user, load average: @.87, 8.18, 8.13
185 total, 1 running, 18& sleeping, @ stopped, 8 zombie
8.1 us, ©.1sy, 0.8 ni, 99.8 id, ©.8@ wa, ©.8 hi, .8 si, .8 st
327804084 total, 263448 free, 1716272 used, 30800684 buff/cache
@ total, @ free, @ used. 30616460 avail Mem

1661 root 28 @ 146160 2168 1444 R
1 root 28 @ 189596 4336 2088 S
root 28 a e -]
root 28 e
root e
root rt
root 20
root 20
root It
root It
root rt
root 28
root e
root rt

TIME+ COMMAND
top
systemd
kthreadd
ksoftirqd/e
kworker/@:@H
migration/@
rcu_bh
rcu_sched
watchdog/@
watchdog/1
migration/1
ksoftirqd/1
kworker/1:8H
watchdogf2

CPUEFHE:—FFSO%E‘J =E&HTJ‘J:¥E#H*%FE:¢E{#75 Fﬁi“ﬂ%?‘i‘t‘k‘%‘iﬁi.—;ﬂﬂﬁﬁﬁ*%& HEHRETRSHYT S -

ToooOROOD DO DO Ok

ProrocooomooooD®
hoosocooooooooe @

date +%s && ./mychain_tool node -t node_ timestamp

(RiZuféépTabsegmevx?39djZ binl# date +%s && ./mychain_tool node —t node_timestamp
1685515168

Execute node gQuery Succuss
node timestamp: 1685515168697

EEmychainﬂ,..\E’]HiTIB?%‘k'i?ﬁﬂjlﬁlﬁmﬁ B MEIRE > RRRERBmychainfim °
HEmychainTRRAZHBRERS

date +%s && ./mychain_tool node -t node_timestamp

[0 QiZuféép7absegmevx?39diZ binl# date +%s && ./mychain_tool node -t node_timestamp
1685515168

Execute node query succuss
node timestamp: 1685515168697

EEmychainn,..\E’JﬂtTIE?Ek'i?ﬁﬂjlﬁlgkmé B MEIRE » MR ERFmychainT g °
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5.3.3. ERTERE

BEETRAE
1. BRERTAZERBANTASRERRERE -

IREEIFIE

B Xk HHESYIDE

thi% B CloudIDE RAER

B ALEINEE / KRZE: 0.10.212.5

4 22509

=
h ]
K

I ® Ripuwnms I l B BaEE I O SIS A alEmke B THRIES (trustCa)
2. BETRER > BATLREENH -
PREE FEB S
TRiE
AR #m EmmO P eUasig o @t GRS Bt
10.0.7.49 HiR 18130 18230 2020-06-1522:22 553 & BT BHE S JE8ifWm
10.0.7.50 #iR 18130 18230 2020-06-15 22:22 553 e BEITH BE S EEH
10.0.7.51 #iR 18130 18230 2020-06-15 22:22 553 e BfTH BE iR =8N
10.0.7.52 iR 18130 18230 2020-06-1522:22 653 e EfTth EE SR SE5i¥HE
ERES

3. EREEYD > WIAAT=LREEE -
o AT REBTRSIONETH
o RREEEREES
o RERELALRENEE

WER=AFEEE > FEGFAERRSE - RBS. IENAHNESBREZRSBESIER » MHEMEHRAT RIRHETHEIER -

EERRENER
1. BRERTAZERBNTASRERRERTES -

XIREEFE

B R HHESYIDE

hig B CloudIDEiX £& RAER

B E L / & 0.10.2.12.5

4 22509

I@ ﬁiﬂhiii\ﬁéil l ] ’n*..Lﬁ%.‘*IQI [ SIEiEH

A Bk

=
h
K

B TEMRIEPH (trustCa)

2. BHRRIRENEE > HARREN LR FERE -
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EiRuEa e

BIREER B 2R
EIREEFN
RHZBMR ZBHRE
SAE VHSLRN :
1,705,166 | 56,495
4
RERT BR/BTAN ‘:VV 2
IER 9/4 T S ——

iR BARS

Rirma%: UB# cBaldaeBdBe] 684368 3120bt
ffcb3bdcd234bcS5bd3d4b64a db2f1ef2e1 * [ ¥, f
878465 i

3. ARRENEHE D > WAUT=LREER -
o RETREENO
o MEREHIER
o RREEEREIEE
WER=LFERR > FERSERRSES - KRS IEVAHNNESRUEZRSBISLER » WENEEHRATRRHESIHEER

5.4. BN 5IKE

BURE0 2N AGKIBNATEERIE ) BYKBESEOAMEET REFNSENERERTSRNSIES. » AELRTASERTNEE SRR

SRMREIEITEEMERNE

?;éé;lg@ﬁiﬁﬁﬁ%%ﬁjuﬁﬂﬁﬁﬁ*ﬁ’fﬂ%ﬂﬁé%ﬁﬁﬁ&%#ﬁﬁ » BERTREXBANLREERQEREN » REEBIEDRENIRBREE
G} °

HiEEHn

TREESEONIENSEE : TRENRER (BEP2PERMAIIES « EFIHEARLBINES  CAAHIEHRS) - KREEEEXH - TR
niTRER - ARMEXHS -

@ ®BE BIWTHRESOOREEEALE > SHRBRE1INA » SHBIEXH 2 EIMRE3MR -
o FHIEMD
PITBESMORENEXESAOT -

cd /datal/mychain_deploy/
mkdir -p /datal/mychain_deploy/bakup >/dev/null 2>/dev/null
tar -zcvf /datal/mychain_deploy/bakup/mychain data 20180904.tar.gz bin data certs conf

EE LHlRTEOBENESEX SRS EHTRELRELAR ST -

WIT LIS LRIER - ST EESRNFmychain_data_20180904.tar.gz FHEHENEERNB I -

o crontabB&&E %
BMNBREHATETRELinuxicrontabR BMSEREIBNEMIRE - BIFBRIEEON TREMXGFSIRES A ENSHELLBIAN &4 » 4
BIEMAHiEEZIcrontabh BEDIE1T » SENBIASEGHFIMT -

#!/bin/bash
DATA="date +%Y%m%d"
cd /datal/mychain_deploy

mkdir -p /datal/mychain_deploy/bakup >/dev/null 2>>/dev/null
tar -zcvf /datal/mychain_deploy/bakup/mychain data_${DATA}.tar.gz bin data certs conf
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@ #l AR T &HBENEET SR - HRTEREHEIENBIMIEDN - FEBT5M - REERARES ftpeE
SCPIESHKTERL ©

N1z R A 00:00M4T—/X » BEo&Icrontab?lF °

0 0 * * 0 /home/mychain/data_bak.sh
EE TRERAATERTRABETER  RENMARBEIRESLIRIEREE -

HiEtkE
HIEMEREERERESENERT » BESOMIERERIREHLEIE - BRT[NERERFEET - BIFRENEREEEH X4 LERT
=mKY/home/mychain/mychain/bakupBE R T » HUITHI THE S REHRIEIREETE -

cd /datal/mychain_deploy

rm -rf bin data certs conf

tar -zxvf /datal/mychain_deploy/bakup/mychain data 20180904.tar.gz ./

EE A& B RRESIMEREE -

PTREENIREE - BAESHRENERERTR T RINET - FETIRNSHREHEmonitorEERFRIEEMy chain T REFHIEBITRES -

5.5. B

FTPALBIEIIN RS R -
BRESH

1. EHYAIEENAASAE > BIALEIECchain.min_query block{g °
a0 A T a9 FFchain.min_query_blockiy{E 40 -

$./mychain_tool system contract -g | grep chain.min_query block

chain.min_query block 0

2. THNHAREREEE -
FISIATREID » ZEHRR : 31152 -

tail -f ../log/mychain.log | grep GenerateNewBlock

[2020-10-23 16:12:29:974] [p:23066/t:23184] [mychain:info] [block chain.cpp:695:GenerateNewBlock] [subnet:00000000] Ta
rget Subnet:[0000000000000000000000000000000000000000], [opt]GenerateNewBlock success:
[{"hash":"3ac98548513147£75425124c5c4b8d17d7683017404452£19£486c01c23£8cf4", "version":"288230397660104450", "number":"31
,"parent_hash":"d2bb6addab8d7£54b6e91b1824c6e24585£8729b757a2090fbd7bce7£587fead", "transaction_root":"00000000000000000
0000000000000000000000000000000000000000000", "receipt_root":"0000000000000000000000000000000000000000000000000000000000
00", "state_root":"578fa6e5574f1dd5ab92b3£021c71b39ab9%bb32eb660fdb1b897858700b59b03", "gas_used":"0", "timestamp":"1603440
23","log_bloom":"0000000000000000000000000000000000000000000000000000000000000000000000000000000"}] total tx [0]

cache miss [0] cache total [0] cache cnt[0] cache size [0

3. f&eiiE ERchain.min_query block{EJ9iE LH(E -
mEIRER31145 -

./mychain_tool system contract -k chain.min_query block -v 31145
4. FIRBIREIRE TR MURERRE -

./mychain_tool dump -t all -p test_dump/
Sending dump db to mychain completes! Please check dump path.

EE REHUSEHNLHIITSAEFMEEBEROENERE o LEIFRIZRBAIERER: . /data/test_dump/dump °
5. Y3 -

./archive tool -d ../data/test_dump/ --storage-name dump --online-storage-name public

INFO: I do not see any MIN BLOCK NUMBER in DB, seem to be the first time archive attempt for this storage; take 0 as
my assumption.

Blocks [0, 31142) will be archived.

Estimated time: 3 seconds.

Confirm to execute the archive? [yes/nol: yes

Archive started.

Migrate all headers.

Archive finished.

6. BIRNERHLTTMTRER » RN IREINIRICIZAEIERE -
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./mychain --restart -d

7. FETRRIR ZRIRVERIR, LA Z BIRYERIE B R NS B R AT ERIE M &1 -

5.6. HIEFE

mychain W REEITERY » SFE—ETRNEIEXH > 82 : HELASAS « BUREXT - §HXMH - BESTHNENEE - SETRNEE
EEFEE—LEH LR - SRA—ENEEER - TMREREENNMTRIEEE - BHLEHRETERERAR -

BEXHEE
BEXAOERERE | SRFER > WISBL 7R AEXH -
PATHOREIT ST :

find /datal/mychain _deploy/log/ -type f -mtime +7 -exec rm -f {} \;

@ e LEHESHHNREREEREIMELFE - HSP+7RTMRTR ZAX M - TRIEEEREEN -

AIMEIE R ELinuxicrontab BEIHITIIFRESS - BFMEERAFINT -

0 0 * * * "find /datal/mychain deploy/log/ -type f -mtime +7 -exec rm -f {} \;"

FHRXHEE

HTEETEMENRZEZEE ) AAFTETHNEMEINY - RESHXFthFEERNFEURREETEE - EHXHOFERRE - SXEE
—R > WPREE 1 RSB - FUTHHR(EIESUT -

find /datal/mychain_deploy/bakup/ -type f -mtime +30 -exec rm -f {} \;

EE LSS ERERELIRITEREE - 5P +30RTHIR30R ZAIMIXMH > AIRIEFERIEESN -

AIEEECE LinuxfcrontabR B aIHAATHIBRESS - BEMNEEHFINT -

0 0 * * * "find /datal/mychain_deploy/bakup/ -type f -mtime +30 -exec rm -f {} \;"

HiEERE

mychainT REEFEETE PRI EMICREREUE » AT RIERGAGEEMIPOIE LABEER » AARTEHTE—LEEHKIRE
?rELégg%g@ﬂ&ﬁﬁ*@ﬁ&ﬁﬁﬁﬁ?&ﬂ@&‘%f?“.,% » AJARIR— BB SKHITHURFE » UEREUEE AR/ » FREREZE LA » #A
S U RN ©

HUREEE IR EH AR — 1 385K > AILMRIER BN A T ERBRATRIREE - MRBEATEENRA » WHFWSTR EARBETIEER
A - BUEEAENRIEE - SABE X > MREE —EREMNERRER - RIFREESWT -

/datal/mychain_deploy/bin/mychain cleaner -t 30 -d /datal/mychain deploy/data/
BEE HlE<SHPH30RRBFEIORMAINZERRER » BENEFAREBEXHNFMEEE » MERERIFE -

AIMEIE R ELinuxicrontab BEIHTIIFRESS - BFRIEERAGIANT -

0 0 * *x 0 "/datal/mychain deploy/bin/mychain cleaner -t 30 -d /datal/mychain deploy/data/"

5.7. BEREB
5.7.1. B&EE

A& Emychain RAPEMLEBNEE RASTHERFR » mychain i REFEBEEREXNASEHRICERANETES - RGBT
EEEX XA E BSHM AR SR HEE - B3 A RAKENE L B S ERE -

EmychainfI T RRREEBRT > conf/log.confEeEXHAFIZEH HEABTHEXBHER - UTE—TARBASREXHNSEEH -
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"mychain" : {
"filename" : "../log/mychain.log"
"max file size" : 104857600,
"max_files" : 100,
"level" : "debug"

by

"vm" : {
"filename" : "../log/vm.log",
"max file size" : 104857600,
"max files" : 100,
"level” : "info"

by

"fdmt" : {
"filename" : "../log/fdmt.log",
"max file size" : 104857600,
"max files" : 100,
"level” : "info"

by

"mywasm" : {
"filename" : "../log/mywasm.log",
"max file size" : 104857600,
"max files" : 100,

"level” : "info"

T ABEREXGTEERE TN ASELEDR » h2mychain{ S2F BTG AR BENE : mychain ~ vm » RIS E
mychainTTRETAGNEESNETESE - T'J:LEI.L,JEES{TLFWJ ZONEEFTEGSWMT/LR : LRASEEXGPEERE TR NASTH
HEEI > th@mychain REFSTARDTREIIIFAE T BENS : mychain » vm » mywasm » HEIARGEmMychain T RiE1TAEMEESY
BITEE

ELMASREEXHD  RONEEEEGSMT/LIN :

« filename : BREXHHENEER > TARETEE » T ARBEXEE (B FmychainREBRZFTHbINEE) -

» max_file_size : BFEFHITN BEME XENRAER ) » BAINFET -

¢ max_files : BFEMNBEXHHE - BHICENHEXHAR/NEEIMaxFileSize R MS&E M7 HAIXH » EFICEMNXE » ZETNEER
BOHXHEHE -
o level : BFigE AEHEBMNER - BERFREENtrace ~ debug ~ info ~ warn ~ error ~ critical »

5.7.2. BERK

ATNBMAEICE X HREE B SR HEHER -
ETFHSEE > mychainTIR2FSEASXHPREBNTHRAEBEAS -

[YYYY-MM-DD HH-MI-SS] [p:pid/t:tid] [mychain:Level] [File:Line:Function] Log Data

Ll AERANS M RIRBTEXUT
* YYYY-MM-DD : iEREBENBH » YYRRES » MMKERA{ - DDRRBH
e HH-MI-SS : iBE HERETE » HHEZR 240 FEE » MIRZR S8 » SSKRER
¢ pid : mychainfi R FHHERS
e tid : EBEfTFmychainPIJICE B EHNERRES
o Level : iLEABMNRT - ZRFIBE6FETEERIENE : trace ~ debug - info ~ warning ~ error ~ critical
e File : RRICEBASHIRXER
e Line : RRICEFABTERXMHPHIRBITS
e Function : f{KRICHE AEATRIIDER R BATR
¢ Log Data : EffIAEAS
REHERE » ITR—HRENBEEREHESG -
[2018-08-30 17:21:27:632] [p:563/t:563] [mychain:info ] [event plugin.cpp:2l:Initialize] EventPlugin initialize successf

ully...
[2018-08-30 17:21:27:683] [p:563/t:563] [mychain:info ] [vm plugin.cpp:23:Initialize] VMPlugin initialize successfully..

[2018-08-30 17:21:28:486] [p:563/t:563] [mychain:debug] [block chain.cpp:889:ConfigureDatabase] ConfigureDatabase succes

sl

5.7.3. RAAR

mychain¥ RIEFEIAN BB B InfolRFl » BRERH BSHRERFININfoRA - EFInfoRkFIRTracefIDebugRale) B SR HE!
BEXMHH - AIEImychainT R R T RERESTAR AR
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BERNES
AIEI N TRIEREWmychain i RiZFHI B ERA
cd /datal/mychain_deploy/bin/

./mychain_tool

> log

EE HUTLMIES > ERmychain T REFORLTETRE » A BBEXEEXH U AEEIERS -

HIT LIRS - REAFPHNEIRMEmychainTi S2FZEI BER5 » MHEGImT -
Execute query log level succuss:

log level: debug

BERAEE
AILGEE I TRMERIAE mychain T S2FRETAERF -
cd /datal/mychain_deploy/bin/

./mychain_tool

> log -1 [ --level ] select [0-5] log level: trace-0, debug-1, info-2, warning-3, error-4, fatal-5

EE HUTLHMUES > ERmychainTREFLILTETRES » AEBEXEEXH U FEEIER -

T LIRS > RERF AL IRE L B SRIERNSR  MEEFmT -

Execute set log level succuss!

HINRRTRBERING - mychainTi RIZF NSRRI B SRAIHREHER B -

‘ @ #BE XTEEASRBINBREETUSEmychian_toolFlogFHRLHASR -

5.8. Eli)ELiE
5.8.1. BRI AR

KN EBALHEET —ANEFRIER - WERTHSLIERE -

B — ARSI E ETE » HNKRERAR R > ERRSREARA > ERRETES - PEGNHRRST - HANRREEMTEr-@ > R~
RAPREEEE BT - BRENXRET BRI - BFFHEEIR > BESMME - NEHIEHL -

—{AH B R TEMFARIIRS SRR LS B E B /B4 K, A A8 R B FFp & :
o ERbEE, MERR/AE/ ER/MNEFEEREAIRE

o S—FHLERIEHIERATHE

— R SMRE N T AR

REWREEGIZRIERDNEE > BEHEMBEERSIZBNER > SRR GEHFR - RRAR » T EIEDIRG  BEBNEHAFRE
a-e
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5.8.2. T EHEIESERR

BFRRSASRARE, TANKFSEENNETRARTR—HEK. SSRRNRSETRN, BERMWES - #TRNLETS -
BExRER

T EARRENHREERROBHE, AT SERINEBER :

o HEUET > FERERTREHRIIE

o HATEES, BTARTUNSAELKIENSHES

MNP HAEREE » WIRERII -

PSR LL AN T AR -

nE b J3tY
XS HEE & FRAKSEIEER— TSRS 2 REIBEMMRA LI B LT
BYRFERE EE hE
EEREA BYTRELE—EREE, #LSFRER BT REEERIANERR > BNLSFIRER
FIBTEHRLA TR RSRIBRIER FLRBESENAFBLEFHREL ) WREARE
WBEFHIEHLIR T I Z EREN AT R BEEHTAR

T BRENE

MEFAMHARE  WRERT BAR > SHUT -

. WESBRE > TRMBIEERM/ARXL. MNBIERNX G AR ZNEEROBIERFRIT—R -
. BAEXRAR, MEFNZIEN o

BT RETT, BEBINETEXRARS (T RUEERS), BTN RS EAMEER

. ISR RATE N RIEAEBIER L -

- R RS RS REIREREREF -

. FERMBIERT, BaliBIEEMEXMRS, HERTRETER

- AETRSHNMNEAEE, 2HIRSHE, FRRS R -

. BAMERAR, AN °

- BIRTROBNBIER, REZERE R EMUBEGEERR

@ A WEMRNATEMAR SONEEHRIEHTIERUASRIEITE -

5.8.3. RiREEZEFEMAHELE

MRBBRRENE, TRABRNEGSHFRI THTLE - IFHISHNBBRFRERBHENTE > AHARNGESE -

ERRXREFHF

RIS FEFZEAE, ISR TR IR R TAEHE TR - WRBEMRT), NWIAREEG LERRKENF, FEEHLRIERMNER THE
SIS TR - MRFEERIFNBBF, WIRTEGFSHEZITTERTUATIRE -

1. REHRBARSHZANEREFRE  IRNFEEH TR - ARRESAENRTS -
2. RETISHARERZANBBFRE  MIRNFEERTRTILSEANEREL TR » ARRMFSAENTRTLSERANERZELIES

5.8.4. EFTR

HXIRBEBFREERN » IRHIABARZANBBFRE » WREEHFTR - ANEHERHTSRESRE -
1. £ RHIREHS -
$ /datal/application package/deps/antcard/scripts/generate key.sh ${passwd} SM2 hw > server 17.key
BEHERRMNRGSPRHNEATRIANZZHN A HRTIRERRS -
./crypto_tool key -k server_17.key -p ${passwd}

2. RETREHRS °
TREMRBEEMT -
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"CallContract" : {
"enable" : true,
"local”™ : false,
"from" : "Administrator",
"to" : "Node",
"gas" : 1000000,
"nonce" : 0,
"timestamp" : O,

"period" :0,

"value" : 0,

"contract_type" : "evm",

"method" : "UpdateNode (bytes32,uint32[],uint32[],bytes,uint8,uint8)",
"parameters" : [

"0x5a78c275127a52eebab3d8aceb0078136b1b9e437478e107b4693f3a3atb7726",

"2130706433",

"18330",
"0x20ebdddba332117ae24d572808cae432accl5cf93d6e9647e5ac977027db0d6490bab024784d461003£7064612c4ec0477e0e4d43db252020bct
4fel00c2",

wyn,

wyn

1,
"block num" : 0

}

AE3ZHH > UpdateNode (bytes32,uint32(],uint32(],bytes,uint8,uint8) FREXHIGDSERAMT :
o BB Rbytes32E » {ENRTAMID »
o BIANSERUint32[1EE » ENRTRIPAR DT HIEA -
o BENSERBuint32[1E  HENETAKOSHERA -
® R XENKOSENEP2pin0S @ FESHEEH T RAIMychain.confEBRIEOSRT—HK

o BN SHEbytesER » IFNET NN -

o BRMSHRuInt8ER » BN T RAIEE > TRERFESIE (Unknow s Consensus » Unconsensus} » E{HEERI0,2] -
o BAMNSERuUInt8ER , IFNETRMRES » TRIKSEHE (Unknown, Unactived, Normal, Deleted} » {ERISBENI[0,3]
ZRGREERAAdmMInistratorsR R #ER 5 - FIAEZEEHnode_config.json X » EBERUW TR ©

H
H

{

"node_config" : {
"identity" : "Administrator"
"key path" : "../../user",

"user_keys" : [

{

"key name" : "Administratorl.key",
"key passwd" : "123abc"
by
{
"key name" : "Administrator2.key"
"key passwd" : "123abc"
b
{
"key name" : "Administrator3.key",
"key passwd" : "123abc"
}
1,
"node" : {

"endpoints" : [
"127.0.0.1:10016"
1,

"ca_path" : "../certs/ca.crt",
"cert_path" : "../certs/client.crt",
"key_path" : "../certs/client.key",
"passwd" : "123abc"

by

"crypto_suite" : "classic"

3. REERS -
RIZRINGE > FTMAREIE G T AREESR -
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Call contract transaction receipt: [result: 0, gas_used: 22620, output:
000000000000000000000000000000000000000000000000000000000000000000000000, log_entry: [{from:
e7d3e769f3£593dadcb8634cc5b09fc90dd3a6lc4a06a79cb0923662febcfaebb, to:
ca598a384aec7bc667e208b55d15059f2e1444b645d3d162a19391eae28aed3f, log data: , topics: [call contract]}]]

4. B&resultfloutputiifE > R result5outputfEigno » MKERRZSHRIN » FNRHKM -

@ HP WETREHRZEBRRTE > WEIABHZT R - NENEERS > M ERESERERMIRT ZAINT R > F8MT —11
R 2 LR S TR o

5.8.5. BT RTLSEHRNENRERIEE

HXRBRDERETRN > MRTLSHRAIERZANBBFRE  WEEERTRATLSRBEMERELRIIP - ANAH T EHTRTLSHHAN
EMERIIBAE -

=
BRESR
1. ARTRTLSESH -

$ /datal/application_package/deps/antcard/scripts/generate key.sh ${passwd} SM2 hw > server.key
2. EHERIEK -

$ /datal/application_package/deps/antcard/scripts/generate csr.sh server.key ${passwd} nodeId@example.com SM2 HW >

server.csr

3. EFERTRIES -

$ /datal/Babassl-install/bin/openssl x509 -req -in ./server.csr -CA ca.crt -CAkey ca.key -CAcreateserial -CAserial

serial.txt -passin pass:123abc -days 3650 -out server.crt

@ B ca.keyZfERMEMT R—RIEH » ENZTRLESHRILERE » ZHAMEDHIZTSR - EMERTLSEHNEHE LI
BIXTIMMBEERER » —BRINER > ZTREELNABRRETL W ERWSTE@MNN

5.9. BiZAENWH

AT RIS HETAE (AN ERRIR RN EMIRIZEE D » D HIMEREZNDNRERSATERES - W TRFASEREMFRAAENNRETH
RECHTHTE > TR IR RS -

EENKESaAREO
EHXREEAEEIE - queryDashboardinfo

BEREE
888 £S5 B EA
bizld String 2 RS
MRz SE1
288 ES: Do L)
I RLRZSHS
code String 2 » AT : AEO000000000
o KK : JEAE0000000000
message String & S B A4 ) iz 4t
data DashboradinfoResponse & XRERZEIESEM » RTER
DashboradinfoResponse
888 £S5 B HEA
networdStatus boolean z XREER LIRS
blockCount long 2 XREE
createTime Date =z B2 AT E]
nodeNum int 2 TREE
normalNodeNum int 2 EETREE
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abnormalNodeNum int = RETRNE
transactionCount long 2 LEl ERESRIET (WERIEER)
historylnfos List<HistoryInfo> = H& B REBIESITIIR > WTR
Historyinfo
B¥8 3] W EA
bizld String = RS
item String 2 SEitEE » EEE - transactions
value Long 2 LARSH
period Date 2 SitAE
i

curl http://localhost:8089/api/handy/queryDashboardInfo?bizId=4c05c445

{"code":"AE0000000000", "message" :null, "id":null, "data":

{"networkStatus":true, "blockCount":15319, "createTime":1596512838000, "nodeNum":4, "normalNodeNum": 4, "abnormalNodeNum":0, "tr:
ctionCount":1, "historyInfos":

[{"id":630647,"bizId":"M200804114786","item":"transactions","value":1, "period":1596412800000, "gmtCreate":1596514062000, "qgr
dified":1596514062000}]}}
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6.RESTHRS5iz4
6.1. RESTIRS ik

RESTZ3##BaaSTAEARMINEARS - BMEN LEXREBNARHESA « BN - ISENE—XREBEARS -

RESTIRIASLERE « IKFEE « SRS - FilIRS « RIREWFOMHEERREIEE » MRMYTFHE TR 28N REEMNARTIRIEINEE
nﬁgiﬁiﬂﬂﬁﬁ%ﬂ)‘(iiﬁqﬂH‘\]IZikﬁi%ﬁﬂﬁﬁ%iﬁﬁﬁ*ﬂ@lb\?ﬁ?ﬁﬁ%b » BIEKMSHITEE » RMSHRBFNRREHDAN - BS/SSEA > SME/A
MER > BEEMERS

MT=2BaaS REST A5 L HHITENINETREE -

RESTFullAPI
i BaaSA] §E 5% |
u oY
aasri B ja
- N e
AR . ®R

BHFEH BESER

)

)
Z N ] RDS
” J

)

BHEE ERERRH

wesn | | TzEwm

S s o

MyChain SDK REDIS

ﬁ-‘ﬁll\\ %dﬁ-ll\\ ﬁg-.-ﬁl\\\ ﬁdﬁ-lil\

REST #EARSHIEMMEMT -

o tEMLIED : BERIESMENREST Ul APIEO -

o REMHE : XFALSAM - BHAM - T BHHEE  BEAESERS -

o AIEMMRS : BEEH - AR LE - AIREE REER  REWERAL > BEERAEBRIERATRRRELERS -
o RTEMMRE : RITEE - HREIIESE -

o ZEMIFM - AK/SKRIAEILHE - TEERMBRS °

o EMEEXIE : BEBUED KR ~ KEYE  REEFERA - AERAIG100Z -

6.2. LA SMHREMNL
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BEWSER - WSEIEM > ATMAFIGARS SR » #1TBaaS RESTHIERE » HEHFIAHIIES » MR EWIMRERSHEES -
R IAMBERIRS SR F THAXTRXGMEEX Y > #ITHERE

6.3. HEEESOEHE

1. <baasrestZZEEF>/1logs/restgateway/rest-default.log
restiBfTROAE > HEERRAEER B EXMH -
2. <baasrestZFEEF>/1logs/restgateway/rest-error.log
restiz{TE RN —LerrorfyBE » HFERAREN BTG (MRGBRER » AIUELE rest-default.log HIAT) -

W SRR S IR T <K Fhash> » BIA#A  <baasrestZ#ER>/1ogs/restgateway/ BE » RIBRBhash#HTEMHEE » ITH LU
T

grep -C 10 <3¥Hhash> *.log

3. IE¥EECE -

i. AREREE -
BARIEREI DB REBFE :  <baasrestZ#E#>/1ogs/goc/goc.log ©
A& -

88, traceld, spanld, /5%, B (web) , $81D, WHMethod, AT, BATLIE, BT, TAiEMAK, iERURL » THE

Hrfitraceld ~ spanid ~ 22 (web)FIAZ2HE » EEMR : 55D » Method ~ R ~ SRR ~ TAEIAYAK -

REEHISXXWAFEN » 2XXH—RETER (BFPEASRKtokenI@IERWN202 » ARBITRER > EMEFIHNERRE » FIAEEN
RENEBIREEETA) > REWT -

2022-12-06 17:19:03.344,ac1100011670318343340239320107,0,chainCallForBiz,web,M220907154730, ADDACCESSKEY, 202, [http-
nio-8088-exec-2],4,baas_admin, /chainCallForBiz/0£9115a7-09b7-4ecl-8bf9-b7c6ad31£850,chain cost:3

2022-12-06 17:19:04.027,ac1100011670318343855239520107, 0, chainCallForBiz,web,M220907154730, ADDACCESSKEY, 200, [http-
nio-8088-exec-8],172,baas_admin, /chainCallForBiz/0£9115a7-09b7-4ecl-8bf9-b7c6ad31£850,chain cost:171

i. RERE
E_“DX%}%EFE,\X{# <baasrest§§€§§>/logs/restgateway/rest—error.log ¢E’x]§.-".%"§${§°

6.4. RSEEF

o NARSEMR

#A<baasrestZZEF>/binBF » YT sh stop.sh ©
o NFARSEM

#A<baasrestZZHFZ>/binBFE » YT sh start.sh o

6.5. I 5kE

BaaS RESTM2.2.0lR74 2 FRIBIEMEINFESIEESD - AXENSNERBMYSQLNE S S RE VBT -
MRBEHEEBIBERNEAHBREAN > MIEBIEEFEAN > AAMIEXE R THXXERHITER -
Ef{fﬁﬁ ’ iﬁﬁé <baa5resl’f,¥5§'>/conf/baasrest.conflg EF‘ chain.rootpath E(]EEE °

6.6. ZiEiEIE

BEFEIERE ©  <baasrestZREF/1logs °
ZE D AE—REA TEREE - ERRBABRTIRG » BAEHERANE - W RKE » AT ARITH LRRAHER -
6.7. ERin)ELE
EPminidrestiEF LW, £ixikEtoken, EEH: 204
1. EERFRSRSHENENNEBERE R HEFTEXK)  EERNERS[ED[HT THEIED - MRBED - #HITEHE -
baasrestBERHFXEF : overtime signature timestamp
2. BEFGECERIR - BFIREAMak - TAPAREIER - IRTRELPREER - AMNSHEER - EREFPRNLBESHTER -
baasrestBEFHXETF : fail to check signature for ak »
3. BEFIRERLEEIR : EH)ava Java SDKH—RFARIHLIVX M » ERIFjavaiF =i » RATERXTRERSBIEFRMY -
AT TR SBIN—Tak@BHEE » WNAKEREER » FELER » BstatusAnormalllRRakFEBRSES -

Select * from user private_key where access_id = <BPFiRERNak>
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EFRHEMSHN2028H LETRLSE, BEH: 202
1. iAERESFEaccess token ©

2. HiAtoken2EEFE » AIAErestHE » HtokentBXHILLE -
EFIREZHRAGE, R 209, 210

KWEEFiRak SHIDNXBXRAREEFE » BRTEER -

select * from accessid bizid map where access id = '<BEFIRAK>' and biz id = '<HID>';

o MRBEHIE  BIRSHnormal » MRRIEE °

o MIRBEIE > RERAnormal » WHHHIATIR » FIAEEIRZTSInormal -

o WMFHHIIE » HIHIZAKTEETH AL EE

BEEIRREST, HIREXTOKEN, BREHEM (FFiE. SIEKF . 588, AASYF)

o MRRIETERF - HABTBERZOMELHTHE -

o MRZIEWF » RERBEWFREEE » BEWFPURMEMEF -« keyldRELER » FEEZEEFHHITIRE -

-- WBEKRFPREFE

select * from tenantid account map WHERE biz_id = '<#Id>' and account name = '<BKF®&F>' and tenantid = '<fFID>';
-- WBakXRZEECEK

select * from kms entity WHERE baccount = '<IKF&F>' and tenantid = '<#FPID>' and keyid = '<keyId>';

HEEIZREST, H3IXEXTOKEN, FHHEMA154iR
1. WERTREEEE » EEEEHMR - MRAEE » BAETRMNEE > S—BFFEER -
2. MBHTRIERE > #ABaaS RESTHIARSSES » MMBERESTMHAIER T IBILEE © netstat -an|grep @WWAIP > W netstat -an|grep
10.20.13.12 -°
MRELERER » WRREBIULTEE - RANRANSERIEE - TEHEHT SR ILEEKKAEE -
BaaS RESTHISEIEEI AW
rest-error.logFEUTEE » METEERM > SEE T netstat -anigrep 172.28.41.20 REERER » hRTEEXRM -

2023-06-12 15:20:50.740 [main] WARN c.a.m.rest.core.mychain.BlockChainClientFactory - [connectfailedcloseclient]
connect failed and start to close mychain client:172.28.41.20 18130

2023-06-12 15:20:50.740 [main] ERROR c.a.m.rest.core.mychain.BlockChainClientFactory - [blockchainclientfactory]
blockchain M230316162857 ip 172.28.41.20 port 18130 initialize failed,try next time

1. EEPHEEHRTAMESN : telnet T AIP 18130 FER2EBOK (THMR RN EBMSH0IH)
$ telnet T - 18130

Trying . . .
Connected to e 5.

Escape character is '~]'.
Connection closed by foreign host.

2. MEHEE
i. blockchain_config R RHIERE
ii. keys_and_other data FiZ5RIIEXEIRE

W% blockchain_config R PRSI R ESE > N#HITHXLE - %R keys_and_other_data iz X &R Bk » MFTELIF
fblockchain_config R P BIEIE #THIES - BEPBR DB KitbrestFiE > BER(TADHAEN -

ERIETFERH - EEfiAblockchain_config&ffiprop_valuef¥iE » EFHE : "smTLSSupport":true, 1R85, FENL
ZEE.,

3. JBMRESTHE » E/FREST » MMREKAFE - EEEXNEE
restgateway/rest-default.log;
restcore/rest-error.log;
restcore/mychain-sdk.log
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7. 8RR E4E

#E baas-data-gateway BE

1. BEEBIERSBHMHIZA start.sh PEEMNRBEERE LOG_PATH ; —AREIX /root/datagw/logs °
2. #A baas-data-gateway KIEEHEE » N#HA /root/datagw/logs/baas-data-gateway HFE °

3. common-default.log AEIERSFiREE > common-error.log AEIRAR °

4, ERHARENASERE > EEREIMAH std HE - 3 /root/datagw/logs/gateway-std.log  °

&E baas-csi B&

1. EEBIERSBHMHIA start.sh PEREMARBEERE LOG_PATH ; —AREIX /root/datagw/logs °
2. HARBERRE » WHA /root/datagw/logs BE °

3. csi-std.log ﬂ] csi F'KZIWZ‘SE'] std Eu_,\ > csi.log ﬁ csi ’:JﬁﬁE,L,\ » csi-trace.log ?g csi ﬂ‘ﬁmﬁxﬂﬁ’f\ » csi-trigger.log y\]
csi BEHARARE -

ERMERS
1. BIABURERS BEIMIA start.sh FRTERRTE > W0 /root/datagw/target ©
2. Y147 bash stop.sh °
3. FF 5 DAARRITNTSS :
i. $1T ps -ef | grep gateway | grep -v grep #&&E baas-data-gateway 1 baas-csi BHEEEBIT ©
ii. 4T ps -ef | grep elasticsearch | grep -v grep & ES BHREREEBIT ©
iii. EEEEETHNA > B PID (B-JIMETF) RIEHE - RFEAZE kill -9 s(pip)
4. 4T bash start.sh ERHIBRS -
BRI IR S MR E
1. {EM start.sh EEERIEIEERF® ( DB_USER ) K%13 ( DB_PWD ) EFEEUER » ¥ mysql -u root -p
2. T THR<ETREFIIR -

show databases;

IR -

fmm e +
| Database |
fom e +

| information_schema |
| baas-csi-db |
| data-statistic-db |
| datagw-db |
| mysgl |
| performance_schema |
| |

sys

7 rows in set (0.03 sec)

3. datagw-db }j baas-data-gateway RIBUEEE - REUIERZSAIGIREIER > baas-csi-db 7 baas-csi FEUREREE - BTEMREITTESSEXE
B » data-statistic-db REEHEREIERE - BT EREATERER -

4. PATUT < TNREIBIREUERE » HIIHEIRER > WiNikE datagw-db -

use ‘datagw-db’;
show tables;

5. BRRNEXRETFERINE X (RIBSERERENR datagw-db ) °
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SELECT
a.table_name =B,
a.table_comment KA,
b.COLUMN NAME FEEH,
b.column_comment SFERIER,
b.column_type FERER,
b.column key #Ra
FROM
information_schema.TABLES a
LEFT JOIN information_ schema.COLUMNS b ON a.TABLE NAME = b.TABLE_ NAME
WHERE
a.table schema = 'datagw-db'
ORDER BY
a.table name;

Java ERNHIET R A%

o BHIZITH Java #iE
° jps -l

o RinJavaliFAES (pid AILEE EEIZITH Java HIZHE])
o jmap -heap <pid>

e BE Java &ML (pid AILUETEERIETH Java #HZEH)
o jstack -l <pid>

o HEECPUSHIEIE
o top -H -p <pid> ##Zlload &FEEK#Ipid
o printf "%x\n" <pid> #-+73idtHliEiR
o jstack pid|grep <45d8 E#BZ16#Flpid> -A 30 #EILTRIER

> XHHkRAS © 20250314
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